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Executive Summary

he subject of this analysis is the

issue of establishing balance be-

tween public and private inter-

ests, primarily in the sphere of

the media’s disclosing information
containing personal data on the individuals
subject to media reporting. The aim is, by
analysing the European standards defined
in the human rights protection legislation
and in the national laws pertaining to the
sphere of privacy protection, to assess the
mechanisms guaranteeing the protection
of privacy, but do not, in turn, restrict the
right to information. As indicators for the
importance of the subject matter, there are
examples provided from the European Court
of Human Rights (ECtHR) case law, which
clearly show the relationship between pri-
vacy and public interest, as well as the po-
sition of the right to privacy against the

public’s right to information and public in-
terest. The analysis also includes examples
from the media reporting practice in the
Republic of Macedonia, elucidating different
situations in which the right to privacy and
the right to information have not been put
in the minimum balance required to respect
both rights equally. Finally, the analysis de-
vises conclusions and recommendations for
the media, the institutions, but also for the
public, conducive to fair implementation of
the standards of respecting privacy.

The research has been conducted as part of
the project Expressing Public Interest: Increas-
ing the Power of the Media and the Citizens in
Safequarding Public Policy in Macedonia.

The project has been supported by the
British Embassy Skopje.







Introduction

he analysis covers the right to pri-

vacy and the public’s right to infor-

mation, the challenges arising in

the attempt to establish balance in

enjoying these two rights and the
shortcomings complicating the already ex-
isting entwinement of these two areas. It is
unseldom the case that the right to privacy
be violated under the guise of the public’s
right to information, even when it is baseless
and unsubstantiated by well-argued reasons.
On the other hand, individuals known to the
public often ‘abuse’ the right to privacy, that
is, even when subject to potential disclosure
is public interest information, but concern-
ing them personally, so they invoke the right
to privacy as ‘the right of all rights.’

This analysis proceeds from the fact that
in the Republic of Macedonia there are short-
comings regarding the clarity and the en-
actment of legislation in this area. The key
regulations from the field of privacy protec-
tion included in this analysis are primarily
the Law on Personal Data Protection and the
Law on Free Access to Public Information.
However, subject to analysis are also the Law
on Electronic Communications, the Law on
Interception of Communications and the
Law on the Protection of Privacy, as relevant
legal acts in the area. Furthermore, the anal-
ysis portrays the situation by an overview of
examples from the practice that clearly indi-
cate that even the current legislative frame-
work is not being implemented, but also that
it requires changes that would affect the
strengthening of the protection mechanisms
and the improved balance between the right
to information and the right to privacy.

Even though the analysis focuses on the
balance between the right to privacy and the
right to information, it attempts to offer a
brief overview of the right to privacy from a
different equally significant aspect as well,
which is the ubiquity of contemporary com-
munication technology and the manner in
which citizens rely on this technology that
helps transfer and manage sensitive personal
data. Whereas before the ‘boom’ of techno-
logical progress, privacy and data were in
complete control of the individual, that has
radically changed in the last few decades. In
the age we live in, our information may be in-
tercepted and abused by various parties with
great ease, and the line between the public
and the private has been growing increas-
ingly thinner. The paradox of the new devel-
opments and turmoil in the field of privacy
is that, at the same time, people do not re-
frain from sharing personal data on the mass
Internet services (Facebook, Twitter, etc.),
where they practically disclose their whole
eves in full view of other individuals, i.e.
‘friends’ (oftentimes people they do not even
know). So there are frequent cases of abuse of
these data (for instance, posting photographs
without their owner’s permission).

Citizens do not pay sufficient attention
to the fact that the intense use of tools that
make everyday life easier (email, smart-
phones, online payment, social media and
many other types of services offered by mod-
ern technology) comes with certain risks.
Their negligence to protect their data leaves
them exposed to abuse, and their privacy is
constantly threatened. The media play an
important part in this relationship, since
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they are the ones that are obliged to inform
the public in a transparent, truthful and eth-
ically correct manner. This entails respon-
sible handling the citizens’ private data, and
caution when publishing sensitive personal
information. For this very reason, consider-
ing the great importance and the role of the
media in protecting and advancing privacy,
but also in responsible informing of the pub-
lic, in the following text we will attempt to
reflect on their role in this aspect as well.

Furthermore, in addition to the media, an
important role is played by certain bodies re-

sponsible to intervene when there is abuse of
personal data or unethical handling of sensi-
tive information. In the Republic of Macedo-
nia, this falls under the purview of the Direc-
torate for Personal Data Protection (DPDP),
which will be included in the analysis as well.
Special emphasis will be placed on cases from
the practice in the Republic of Macedonia
where privacy has (unjustifiably) suffered in
favour of public interest, as well as on ana-
lysing the role of some of the actors liable
to raise the alarm and protect the privacy of
the personal information of those who are in
greatest need of such protection—the citizens.




ummarising privacy in a single defi-

nition is practically impossible. Al-

though numerous international

authors, judges, lawyers, analysts,

researchers, and others have writ-
ten on privacy, there is still no consensus on
what exactly constitutes as privacy. Part of
the reasons for this situation is that the no-
tion of privacy may entail different things,
depending on the culture of the country in
question. Privacy is problematic to define on
an individual level as well, therefore what is
privacy to one person is not necessarily to an-
other. Seeing privacy as every human’s pro-
tected right, one might say that it is a broad
concept that establishes a link between pro-
tecting a person’s privacy and their relation-
ship to society. Privacy is considered crucial
to the protection of an individual’s ability
to develop their own views and personal re-
lationships. Although privacy is very often
seen as a person’s ‘right to be let alone’ (War-
ren and Brandeis, 1890), the legal concept of
privacy protection involves a wider scope of
rights, including protecting the privacy of
the home and family.!

Part of the views on privacy focus on the
control over a person’s information (Parent,
1983), as the ability to define the individual

Westin, A., 1967, Privacy and Freedom, New York: Atheneum.
Parent, W., 1983, ‘Privacy, Morality and the Law’, Philosophy and Public Affairs.
Warren, S. and Brandeis, L., 1890, ‘The Right to Privacy’, Harvard Law Review.
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1.1. The Notion of Privacy

based on when, where and to what extent
the information related to said individual is
shared with others.? One of the more con-
temporary definitions of privacy is William
Parent’s® definition according to which pri-
vacy is the condition of not having undocu-
mented information on an individual, known
to or possessed by others. He indicated that
he defines privacy as a moral value of people
who appreciate individuality and freedom,
not as a moral or legal right to privacy. Ac-
cording to him, personal data are facts about
a person that most people choose not to dis-
close to others (most often data related to
one’s health, level of income, sexual orienta-
tion, and so forth).

The argumentation on privacy often also
relies on the link to human dignity (Blous-
tein, 1964), intimacy (Gerstein, 1978), and
social relationships (Fried, 1970), or a com-
bination of these categories (DeCew, 1997),
creating a broad framework of positions on
privacy.

When it comes to privacy and human dig-
nity, Warren and Brandeis* start from defin-
ing the value—the inviolate personality that
is the essence of human beings, which entails
individual dignity and integrity, personal au-

Rovsek, Jernej, 2005, The Private and the Public in the Media, Ljubljana, Institute for Contemporary Social and Political Studies.
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tonomy and independence. The respect of
these values is the foundation on which the
concept of privacy is built. Violating a per-
son’s privacy by disclosing personal data or
confidential information on them, by video
surveillance, or gathering sensitive personal
information, is not merely an invasion of the
right to privacy, but also an offence to hu-
man dignity.

In addition to dignity, intimacy is often-
times closely related to privacy. Privacy as an
essential value that is inevitably related to a
person’s development, their moral and social
features helping them establish intimate re-
lationships to other, relationships founded
on trust.> Should one characterise privacy
as crucial to maintaining intimate trust re-
lationships, then it might be easier to under-
stand why the threat to the invasion of priva-
cy also means a threat to a person’s integrity.
It is privacy that allows the individual to feel
free to define their relationships to others
and to decide what to share with them.

Although the link between privacy and in-
timacy is of paramount importance to most
theoreticians, one cannot fail to consider an-
other aspect of privacy, which is the aspect of
establishing social relationships. Preserving
privacy is necessary to maintaining social,
as well as intimate, relationships. Privacy in
this sense refers to the ability to control who
knows what about us, who may come close
to us and find something out, and thereby to
our ability to assess how we should behave
in front of others with the aim to maintain
and control our social relationships.® In this
context, one might add the view of privacy
as an opportunity to limit another’s access to
personal data, regardless of whether it is a
matter of another person or an institution.
According to Ruth Gavison’, privacy may be
secured in three independent, but mutually
related manners, that is to say: by securing
secrecy, when nobody has the information on
a certain person, through anonymity, when
nobody pays attention to a certain individu-
al, and through solitude, when nobody has
physical access to a person. This concept is

Fried, C., 1970, An Anatomy of Values, Cambridge: Harvard University Press.

Rachels, J., 1975, ‘Why Privacy is Important’, Philosophy and Public Affairs.

Gavison, R., 1980, ‘Privacy and the Limits of Law’, Yale Law Journal.

Kupfer, J., 1987, ‘Privacy, Autonomy and Self-Concept’, American Philosophical Quarterly.

Allen, A., 2011, Unpopular Privacy: What Must We Hide?, Oxford: Oxford University Press.
0 Regan, P., 1995, Legislating Privacy, Chapel Hill, NC: University of North Carolina Press.
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rather complex and it underscores an impor-
tant function of privacy, which is promoting
a person’s freedom and autonomy and the
freedom in society.

The different definitions on privacy and
its relation to other human and social values
raise the issue of the actual scope of privacy.
On the one hand, privacy is seen as an oppor-
tunity to personally choose what one disclos-
es of oneself, and on the other, this personal
choice may be considered anonymous, and
privacy may be secured only by limiting the
access to personal data. Nevertheless, most
theoreticians believe that privacy has an ex-
ceptionally broad scope, suggesting that the
relationships among various private inter-
ests and their appreciation are important for
one’s ability to develop a concept of oneself
and one’s choices.? Although it is very diffi-
cult to give clear guidelines on how to under-
stand privacy and why it is important, it could
be said that there is a consensus regarding
the justification of the meaning of privacy as
an individual interest in protecting personal
data, personal space and personal choices.” A
well-known criticism of the right to privacy
is that the right to privacy should not exist,
that is, that any private interest may be pro-
tected equally well with the right to property
(Thomson, 1975).

The scope of privacy is further expanded
by the development of information technolo-
gies, the rise in the use of internet and the
use of surveillance systems, placing in the
focus of the debate the issues of individual
privacy and privacy protection by the state
and by society. The need to legally regulate
the protection of privacy as one of the fun-
damental human rights stems from the fact
that privacy remains a collective value con-
ditioned by technological progress, which
inevitably establishes that all individuals
have the opportunity to a similar degree of
privacy.””

In order to secure a minimal degree of
protection, when creating the legislative
framework on privacy protection, one must




consider the cultural, moral and customary
values of society. The relativity of privacy
may be looked upon from two aspects: the
first one raising the issue of whether privacy
is equally valuable to all people or if its value
depends on cultural differences, whereas the
second aspect refers to whether certain fac-
ets of life are private by definition or not."
One of the difficulties when defining the field
of privacy is the very idea that what privacy
is is determined by the mentality in a society.

On European soil, the adopted legislative
framework on privacy protection is the foun-
dation for creating national laws regulating
the area, but still, the features of every so-
ciety define the principles of protecting the
citizens’ privacy.

o

1.2. The Balance between
the Right to Privacy and
the Right to Information

When Public Figures
and Officials Are Involved

'Y

When it comes to the right to privacy, as
related to the right to information, as well as
freedom of the media, it is very easy to con-
clude that they are mutually conflicting, that
they stand on against the other and that one
cannot exist without the other. Nevertheless,
the main tendency should be towards estab-
lishing balance between these two rights.

On the one hand, there is the right to
information, the citizens’ interest into be-
ing informed, and the right of journalists
to inform the public, which are among the
postulates of any normal democratic soci-
ety. On the other, there is the right to pri-
vacy protection, the right to personal data
protection, and the protection of every
individual’s personal and moral integrity.
The fact that there are numerous difficul-
ties to finding balance between these two
rights, and the manner in which they may
be equally protected, suggests the need to
achieve just that.

The fundamental features of democracy—
the right to information, the freedom to com-
municate and the need for transparency—as
crucial as they may be to the existence of an
informed and quality debate on public policy
affecting the citizens, should not eliminate
the need for privacy, the right to develop
one’s own person, the right to develop one’s
own sphere of privacy and the right to the
respect of one’s dignity."

1.2.1. The Role of

the Media and Journalists
in Balancing between
Privacy and Informing
the Public

Establishing balance between private
and public interest is particularly necessary
when it comes to the accessibility and pub-
lic disclosure of personal data and informa-
tion on the private lives of public figures, as
opposed to others. The need to meet public
interest oftentimes suffers from the need
for exclusivity, so the media release person-
al, but also intimate data on public figures,
as well as on individuals unknown to the
public, but whose activities are in the pub-
lic interest. It is the media and journalists
that certainly play a key role in this process,
and they sometimes have the difficult job of
making sure they inform on important pub-
lic interest matters without resorting to the
violation of certain individual rights, such as
the right to privacy. The media policy built
on the concept of public interest focuses on
strengthening the contribution of the media
to good governance and accountability, to
participatory communication, cultural plu-
ralism and social activist. Good informed-
ness of citizens, in turn, contributes to their
active involvement in the social processes
and to the democratisation of politics.

Developing such media policy must rely
on several fundamental prerequisites pro-
vided by the legislative and political frame-
work of a democratic society and the general

11  Schoeman, F. (ed.), 1984, Philosophical Dimensions of Privacy: An Anthology, Cambridge: Cambridge University Press.
12 Mendell T, 1999, The Right of the Public to Know and Freedom of Entertainment, Strasbourg: Council of Europe.
13 Buckley, Duer, Mendel and O'Siochru, 2008, Broadcasting, Voice and Accountability, Washington: University of Michigan Press.
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media environment, such as: freedom of ex-
pression, access to public information, me-
dia independence and pluralism, diversity of
media content, media access to as broad an
audience as possible, and sustainable sourc-
es of funding for the media.

Respecting the freedom of expression in
a society is of fundamental significance to
realising the potential of the media to con-
tribute to good governance and to social de-
velopment. Or, in other words, free media
are the pillars of democracy and good gover-
nance. The right to free expression is closely
related to the citizens’ right to be informed,
that is, the public’s right ‘to know.” There-
fore, the role of the media is key to enabling
the fulfilment of this right of the public to
be informed, in order to create a compre-
hensive civil debate. Preventing journalists
from investigating and reporting on public
interest matters may seriously compromise
their role in a democratic society. However,
one must also bear in mind that freedom of
expression is not unlimited. No country al-
lows spreading malicious lies in order to ruin
someone’s reputation, and it is particularly
impermissible to spread hatred based on reli-
gious, ethnic, gender or other grounds.

Journalists should differentiate between
public figures ‘par excellence,” that is, pub-
lic figures holding political or public office,
from public figures who are popular, but do
not hold political or public office. If the per-
sonal data related to public figures who are
not public ‘par excellence’ are not relevant
to convey a certain piece of news and are not
in the public interest, then they most often
should not be released. It should be noted
here that the public’s curiosity might not be
considered as public interest. In addition,
protecting the personal data of an ‘ordinary
citizen’ and of public figures is different. The
condition to respect privacy is automatically
reduced by the extent to which the individu-
al is involved in public life or is in touch with
other protected interests. In principle, the
data on public figures may be released with-
out their express consent. However, this rule
is not absolute, and there are exceptions in
which that should not be done.

According to one of the more exhaus-
tive analyses of the media and the respect
of privacy, conducted by the Slovenian body
for protecting personal data and the free
access to public information,** the practice
differentiates between absolute and rela-
tive public figures. The former group (abso-
lute public figures) includes individuals who
are constantly in the public eye because of
their function and role in society (politicians,
actors, professional athletes, government
representatives, etc.). The latter group of
(relative) public figures consists of individu-
als of occasional interest to the public, on
account of their association to a particular
event (winners of certain events, lottery win-
ners, criminals). The data on relative public
figures may be disclosed only when there is
justified public interest related to a specific
event. The same goes for releasing informa-
tion related to criminal offenders when the
proceedings against them have been com-
pleted, or to facts that occurred long ago,
since in such cases there is public interest.
The sensationalism of disclosing unhelpful
information may be tolerated in certain situ-
ations, both on absolute and relative public
figures, but not for the purposes of violating
their right to privacy, or invading their pri-
vate lives.

The media’s rights and responsibilities
when informing the public depend on their
authenticity. People have the right to be ac-
curately informed, which will contribute to
their building their own positions on social
developments, thereby improving their par-
ticipation in social processes and stimulat-
ing critical thinking. Although the speed of
information is oftentimes very important to
the media, information can be useful onlyif it
can be trusted. This does not mean that only
objective facts should be conveyed. However,
in any case, the disclosed facts should be
verified, and the information holder should
fulfil the obligation of information accuracy.
Timely verification of the information gath-
ered—described in detail in the Code of Jour-
nalists—is not always necessary. Exceptions
to the previously mentioned principle occur
when the journalist discloses a certain piece
of data from a state agency, for instance, at a

14 Lidija Koman Pereni¢ and the Information Commissioner Slovenia, 2008, Media and the Protection of Personal Data, Ljubljana: Information Commissioner Slovenia.




press conference or in state agency bulletins.
In such cases, the information is considered
verified, and even if the information is in-
accurate or if the protection of privacy has
been violated, the journalist has partial re-
sponsibility to the state agency that released
the information.

According the
Lidija Koman Perenic¢’s analysis®:

The situation is different in the case of ex-

15

pressing an opinion or comment where
strong subjective component is involved
and it is hard to establish whether it is
genuine or not. The right to express own
opinion is winder [sic] than the right to
information and an individual has a right
to express his/her opinion even if he/she
does not share it with others. However,
limits exist also in this area. An opinion
must not be offensive towards an indi-
vidual. Each person needs to discuss in
a manner fit for a civilised society and in
line with good manners and behaviour.

Rough discussion is not worth being pro-
tected since it is unproductive. However,
a discussion may be emotional, in par-
ticularly [sic] as a response to a challenge.
There is less tolerance in political dis-
cussions yet nondemocratic tone which
leads to unwanted consequences cannot
be supported. Politicians are no outlaws;
consequently, a debate needs to be objec-
tive, cultured and needs to respect human
dignity. Freedom of expression is thus
limited, however, more [sic] it proves im-
portant for the public interest, fewer re-
strictions there are (valid also in the case
of conveying facts and opinions). Adverse
opinions interesting only to an individual
and not the entire public yet they serve
pure entertainment, contentment or pure
curiosity, are not allowed. Therefore, me-
dia may publish news and opinions care-
fully checked and holding an objective
interest even if they encroach upon indi-
vidual’s privacy. More [sic] these news and
opinions encroach upon the right to pri-
vacy, less space they have for publishing.

Media and the Protection of Personal Data. Available at: http://www.ip-rs.si/fileadmin/user_upload/Pdf/smernice/Media_and_the_Protection_of_Personal_Data.pdf
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he individual rights and liberties
guaranteed by the European legal
documents are always described
in general terms, which contrib-
utes to their broad interpretation
and unclear definitions. So that there are no
ambiguities in interpretation, national leg-
islatures are obliged to further specify the

e =

According to Article 8 of the European
Convention on Human Rights:

Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic wellbeing of the country, for the pre-
vention of disorder or crime, for the protection
of health or morals, or for the protection of the
rights and freedoms of others.

16  http://www.echr.coe.int/Documents/Convention_ENG.pdf

‘ 2.1. The European Convention on Human Rights®

provisions and offer clear implementation
guidelines for the legal standards.

The right to privacy protection and the
right to freedom of expression are guaran-
teed as individual rights in the European
Convention on Human Rights and the EU
Charter of Fundamental Rights.

As formulated, the article covers a broad
spectrum of human rights, starting primar-
ily with family life and the inviolability of the
home, all the way to communication, and
privacy is considered an integral and insepa-
rable part of these rights.

Although not elaborated in this article
in detail, the right to privacy, in accordance
with the case law of the European Court of
Human Rights, is interpreted quite broadly
and includes: a person’s physical and psy-
chological integrity, including medical treat-
ment, physical examinations and mental

17
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health; aspects of a person’s physical and
social identity, including the confiscation of
documents necessary to prove somebody’s
identity; a person’s name and surname; the
right to a person’s image or photograph; a
person’s reputation; gender identity, includ-
ing the right to legal recognition of post-op-
erative transgender persons; sexual orienta-
tion; sex life; the right to establish and de-
velop relationships with other human beings
and the outside world; social relationships
between settled migrants and the communi-
ties they live in, regardless of the existence
of a ‘family life,” or a lack thereof; emotional
relationships between people of the same
sex; the right to personal development and
personal autonomy, even though this does
not cover every public activity in which the
person might want to get involved together
with other people; the right to respect to the
choice of becoming a parent (in genetic terms)
or not; professional or business activities,
and restrictions to certain professions and
jobs; personal or public records or data col-
lected or kept by security or other state agen-
cies; information regarding a person’s health
and information on the risks to an individu-
al’s health; ethnic identity and the right to
members of a national minority to preserve
their identity and to lead private and family
lives in accordance with their traditions; in-
formation on personal, religious and philo-
sophical beliefs; search and seizure; stopping
and frisking a person in a public place; inter-
cepting communications and telephone con-
versations; video monitoring of public plac-
es; serious environmental pollution that may
potentially affect the persons’ wellbeing and
prevent their enjoyment in their own homes,
which might have an impact on their private
and family lives, including unpleasant smells
from landfills, in proximity of a prison and
reaching the prison cell, which is considered
the only living space available to the prisoner
for years, as well as matters concerning the
funerals of family members.

17  http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT

2.2. The Charter of
Fundamental Rights of
the European Union?’

Article 8 of the EU Charter of Fundamen-
tal Rights concerns the protection of person-
al data and is a supplement of sorts to the
European Convention on Human Rights by
covering more broadly the right the privacy.

According to the EU Charter of Funda-
mental Rights:

Everyone has the right to the protection of
personal data concerning him or her.

Such data must be processed fairly for spec-
ified purposes and on the basis of the consent
of the person concerned or some other legiti-
mate basis laid down by law. Everyone has the
right of access to data which has been collected
concerning him or her, and the right to have it
rectified.

Compliance with these rules shall be subject
to control by an independent authority.

Unlike the European Convention on Hu-
man Rights, the Charter also lays down the
principles of protecting personal data aim-
ing to establish conditions under which the
processing of personal data is fair and legal.
The principles of protecting personal data
include: fair and legal gathering and process-
ing; purpose limitation; necessity; reliability
of personal data and their updating, and tem-
porally limited keeping of personal data. As
formulated, the article rendered in the na-
tional legislation on personal data protection
compels those responsible to respect and im-
plement the values of protecting this catego-
ry of data and grants the citizens the right to
personal data protection, should this right be
abused. And finally, it provides oversight by
independent personal data protection bodies.




2.3. Directive 95/46 /EC of
the European Parliament

and of the Council on the

Protection of Individuals

with Regard to the Processing
of Personal Data and on the Free
Movement of Such Data*®

Directive 95/46/EC is a reference text that,
on the European level, regulates the protec-
tion of personal data and lays down the regu-
latory framework aiming to establish balance
between the high level of protection of an in-
dividual’s privacy and the free movement of
such data. In order to achieve that balance,
the Directive imposes strict limitations on
the collecting and use of personal data, and
also requires that each EU country form an
independent body responsible for the over-
sight of the personal data processing.

Generally, the Directive refers to person-
al data processed automatically, but also to
data collected in hard copy. The Directive
provisions do not cover the processing of per-
sonal data by natural persons, personal data
collected for various activities in the home,
as well as activities related to public safety.

As a key piece of regulation in the area,
the Directive clearly specifies the principles
of personal data protection that should form
part of every national legislation on personal
data protection.”

When it comes to the relationship be-
tween the right to information and the right
to personal data protection, it is important
to note that Directive 95/46/EC of the Euro-
pean Commission and the Council contains
a special provision referring precisely to the
media and journalists, which implies that
the media and journalists are ‘privileged’ in
terms of respecting the principles of person-
al data protection.

Namely, Article 9 of Directive 95/46/EC
states that ‘Member States shall provide for
exemptions or derogations from the provi-
sions of this Chapter, Chapter IV and Chap-
ter VI for the processing of personal data
carried out solely for journalistic purposes
or the purpose of artistic or literary expres-
sion only if they are necessary to reconcile
the right to privacy with the rules governing
freedom of expression.’

The goal of the article, as formulated, is
to provide greater protection of the privacy
of the personal data subjects when their data
are processed for the purposes of profession-
al journalism.

Although extenuating, this exemption
should in no way be abused by the media,
but, on the contrary, they should develop
media policy respectful of the fundamental
rights. The media policy built on the concept
of public interest focuses on strengthening
the contribution of the media to good gov-
ernance and accountability, to participatory
communication, cultural pluralism and so-
cial activism.?°

2.4. The Case Law of

the European Court
of Human Rights

In the case law of the European Court of
Human Rights (ECtHR) one may come across
interesting cases, that is, examples where a
violation was found under Article 8 of the
European Convention on Human Rights. At
the same time, one may also find rulings
where the ECtHR has decided that the dis-
closing or the storing of certain information
that may be considered personal and private
was legitimate. Throughout the case law of
the ECtHR one may note that the Court has
attempted to balance, on a case-by-case ba-
sis, between the individuals’ right to privacy

18  http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:31995L0046&qid=1457547815346

19 Personal data must be: processed fairly and lawfully; collected for specific, explicit and legitimate purposes processed in a manner conducive to said purposes; adequiate, relevant
and not excessive to the purposes for which they are collected and processed; accurate, complete and updated where necessary, whereby all necessary steps must be taken to erase or
correct data that are inaccurate or incomplete, with regard to the purposes for which they were collected or processed, and kept stored in such a form that allows the identification of the
personal data subject, no longer than it is necessary to fulfil the purposes for which the data have been collected for further processing.

20 Buckley, Duer, Mendel and O'Siochru, 2008, Broadcasting, Voice and Accountability, Washington: University of Michigan Press.
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and the legitimacy of disregarding said right
in the interest of the public. This means that
the ECtHR does not recognise a trend or a ra-
tionale of decision-making whereby the rul-
ing on a certain case may be predicted. The
Court determines that public interest in dis-
closure must outweigh the individual right
to privacy, taking into account the aim that
is to be achieved and considering the limita-
tions accompanying its use.”

As the most notable and relevant exam-
ples in the area of the right to privacy and
public interest, we may divide the cases into
two groups. On one hand, cases involving
the right to public information and public
informing, and on the other hand, cases in-
volving the right of the state to use, and/or
collect private information. This collection
of personal information is justified as pre-
vention of violations of national security,
presented as higher than individual interest.

2.4.1.1. Privacy
versus Public Interest

When it comes to public interest as op-
posed to privacy, the ECtHR takes a firm
stance towards national regulation of what
public interest means and the unambiguity
of situations in which public interest may
give institutions the right to violate the in-
dividuals’ right to privacy. The ECtHR that
any regulation is not sufficient so that the
tracking and gathering of data by the institu-
tions are justified. Although the ECtHR rec-
ognises national interest as crucial, the Eu-
ropean Court rulings indicate that national

2.4.1. Important Concepts Regarding Privacy as
Defined by the ECtHR through Its Case Law

Although the theory presents numerous di-
lemmas as to whether this principle is truly
fair, or if it is merely left to free interpreta-
tion and human rights violations under the
guise of national interest, legally the prin-
ciple exists and is legitimate, that is, the EC-
tHR adheres to it.

The ECtHR decides whether the right to
privacy has been violated based on whether:

1. The petitions falls within the domain of
one of the protected interests—private
life;

2. The intervention was in accordance with,
and stipulated by law;

3. The need for intervention is for the pur-
poses of fulfilling a certain legitimate
goal;

4. The intervention made in the case in
question was necessary in the democrat-
ic society.?

regulation must simultaneously provide pre-
vention against abuses through protection
mechanisms on multiple levels regarding in-
terception of communications and gathering
data on individuals.

In the case of Weber and Saravia v. Ger-
many?, the ECtHR indicates several impor-
tant segments through which it attempts
to prevent the possibility of the authorities’
uncontrolled power of intercepting com-
munication. That is to say, the secrecy of
interception leaves room for arbitrariness,
or unfairness,?* so in this case it states that
the national legislation must clearly define
the nature of the punishable acts for which
surveillance may be ordered, to define the

21 Marjana Popovska, ‘The Right to Privacy in the Case Law of the European Court of Human Rights’, 104-105.

22 Harris, O’'Boyle and Warbrick, 2009, 363, 408 and 413.
23 Weber and Saravia v. Germany, December 2006.

24 Under the principle of subsidiarity, national bodies are the first that should enable the respect of the fundamental rights as stipulated by the Convention. For this reason, as a
general rule, establishing the facts of the case and interpreting national legislation are matters that fall under the purview of national courts and other institutions, whose decisions and
conclusions on the facts of the case and the interpretation of the legislation are legally binding for the Court. However, the principle of effectiveness of rights, in the overall system of the
Convention, means that the Court can and should make sure that the decision-making process resulting in the act that the plaintiff is petitioning against was fair and non-arbitrary.




categories of people whose communications
may be intercepted, the duration, the data
storing procedure, precautionary measures
when using the data, and the circumstances
under which they may be erased. This is nec-
essary for preventing abuses through protec-
tion mechanisms on several levels, and not
just through an independent judge.

Furthermore, the law must have such a
degree of clarity and specificity that the cir-
cumstances be predictable enough so that
the citizens know when their communica-
tions may be intercepted.

On the other hand, in the case Klass and
Others v. Germany®, the ECtHR character-
ised the secret surveillance as invasion of
privacy. The Court in this case too stressed
that national laws must provide appropriate
protection against uncontrolled state inter-
ference in the individuals’ privacy and that
any national regulation does not suffice. In
Malone v. the UK* the ECtHR once again
stressed that the quality of the laws must
provide protection against arbitrariness. It is
in this case that the ECtHR ascertained that
acquiring details on the numbers dialled,
the time and duration of the calls must be
regulated by clear legal rules concerning the
manner and the scope of practicing discre-
tion by public authorities.

In the case of Shimovolos v. Russia?, the
ECtHR found a violation under Article 8 of
the European Convention since Mr Shimo-
volos’s name was registered in a database,
which involved registering a human rights
activist for secret surveillance in order to
monitor his movements and possibly place
him under arrest. The registration was based
on a minister’s order that was not disclosed
and made available to the public. For this rea-
son people could not know why individuals
would be registered in the base, what was the
scope of information contained and how long
it was stored and used, or who had control
over the database. The violation was found
on account of the scope, the manner of gath-
ering and use of the data, that is, their be-
ing ambiguous and unpredictable, thereby in

25 Klass and Others v. Germany, 6 September 1978.

26 Malone v. the United Kingdom, 1984.

27 Shimovolos v. Russia, 2011

28 Tarsasag a Szabadsagjogokért (TASZ) v.Hungary, 2009.

2.4.1.2. The Right to
Privacy versus

the Right to Information
and Public Interest

contravention of the provisions of the ECHR.
The ECtHR once again establishes balance
between these two rights on a case-by-case
basis, without adopting rigid stances and a
practice leading to a trend towards prioritis-
ing any of these rights. The Court has also
established case law regarding the ban on
censorship and the importance of public in-
terest on the one hand, and the right to pri-
vacy and the ban on unjustified invasion of
privacy on the other. Since each case carries
along its own distinctive features and terms,
the Court has attempted to establish bal-
ance, on account of the complexity and en-
twinement of these two concepts.

In the case of the Hungarian Civil Liber-
ties Union (TASZ) v. Hungary?®, the ECtHR
found that a member of parliament’s private
life was not relevant to the release of a cer-
tain piece of information treated as the right
to free expression, stating that it would be
fatal if politicians were able to censor the
media and public debate in favour of their
own personal rights. The ECtHR, through
this case, made an important ruling, recog-
nising the right to access official documents.
That is to say, when public bodies have in-
formation necessary for a public debate, it
would be in contravention of Article 10 of the
Convention to refuse the petitioners access
to this information.

The Hungarian Civil Liberties Union sub-
mitted a petition to the Constitutional Court
to grant it access to a complaint by a mem-
ber of parliament. The complaint referred to
the constitutionality of a provision from the
criminal code regarding offences involving
psychotropic substances. The Constitutional
Court refused to release the complaint, ex-
plaining that it contained ‘personal data.’

21
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The ECtHR determined that in this case the
Constitutional Court’s monopoly over the in-
formation constituted a type of censorship of
public interest information.

In the case of Axel Springer AG v. Ger-
many?’, however, subject to review was the
violation of a German actor’s right to privacy
by releasing photographs of his arrest for
unlawful possession of narcotics at a public
event.

A German newspaper published photo-
graphs and on several occasions reported on
this actor’s drug connections. In one report,
three photographs were placed on the front
page. The actor complained to the court in
Germany, which ruled that the actor’s pri-
vacy had been violated with the publication
of the images. The court banned the publi-
cation of the news and the photographs,
whereby sanctioning the newspaper. There-
upon the newspaper petitioned the ECtHR,
claiming there was a violation under Article
10 of the Convention. The ECtHR found that
the actor was sufficiently well-known and a
public figure, stressing that the arrest took
place at a public event, therefore the ban on
publishing the image was in contravention of
the right to freedom of expression.

This ruling of the ECtHR is of utmost im-
portance for the established principles of
finding balance between freedom of expres-
sion and privacy, in terms of:

e The contribution to the debate of general
interest;

¢ How well-known the person concerned is
and the subject matter of the report;
The prior conduct of the parties involved,
The manner of obtaining information
and its accuracy;

e The content, form and consequences of
the publication, and

e The severity of the sanctions.

Nevertheless, in cases involving the pub-
lishing of photographs of the princess of

29  Axel Springer AG v. Germany, 7 February 2012
30 Von Hannover v. Germany (No. 1), 2004
31 Von Hannover v. Germany (No. 2), 2012
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Monaco, Von Hannover v. Germany, one
might note the fact that the Court rules on a
case-by-case basis and focuses on the specific
terms and facts. On two separate occasions
(in identical cases), on which the ECtHR de-
liberated, two different rulings were made.
On one occasion, the princess’s privacy was
determined decisive, whereas on the other,
public interest ‘prevailed.’

In the first case®, the princess contested
two series of photographs published in the
German press, arguing that her right to pri-
vacy had been violated. The German federal
courts rejected her plea. ECtHR, on the other
hand, found that the disputed court ruling
violated Princess Caroline’s right to respect
of her private life, as guaranteed by Article 8
of the Convention.

The national courts deemed Princess
Caroline a public figure ‘par excellence’ in
modern society and, therefore, had no right
to privacy, except in isolated places far from
the public eye. The ECtHR court considered
that this standard might be appropriate for
politicians holding public office, but was not
applicable to this case. That is to say, ‘the
interest of the general public and the press
was based solely on the membership of the
reigning family, whereas she herself did not
exercise any official functions.’

The situation surrounding the second
case’ was similar, only the photographs in
questions were accompanied by texts on the
poor health of Prince Rainier of Monaco, as
well as the manner in which his family cared
for him during his illness. In this case, the EC-
tHR determined that ‘the articles about the
illness affecting Prince Rainier III, the reign-
ing sovereign of the Principality of Monaco
at the time, and the conduct of the members
of his family during that illness’ constituted
a matter of public interest. The Court ruled
in favour of freedom of expression, finding
a different purpose to publishing the pho-
tographs in this case and in the previous, in
which the photographs published were of
the princess (while she was at the beach).




Analysis of Macedonian
legislation and standards

Ithough privacy as a value and

a human right is guaranteed by

the Constitution of the Repub-

lic of Macedonia®, the legisla-

tive framework on protecting
personal data was first defined in 2005 by
enacting the Law on Personal Data Protec-
tion.> Adopting this law established a new
concept in the Republic of Macedonia, which
involves including the right to privacy in our
legal system, the protection of the citizens’
right to privacy, more specifically, protection
of their personal data. The Law on Personal
Data Protection is completely harmonised
with Directive 95/46/EC, and therefore con-
sidered a modern law in line with the Euro-
pean standards of protecting one of the fun-
damental human rights.

If one regards the implementation of the
standards of personal data protection from
the viewpoint of establishing balance be-
tween private and public interest, then one
must inevitably take into account the Law on
Free Access to Public Information,?* the Law
on Media,’> as well as the Journalists’ Code

of Ethics,* as integral parts of the legislative
framework on privacy protection.

What creates dilemmas in implementing
the Law on Personal Data Protection is its
harmonisation of the other laws with this
one. Namely, each law that provides for the
gathering and processing of personal data
should also include clear and precise provi-
sions on the manner in which said data are
to be protected. Amending and supplement-
ing all laws that provide for the processing
of personal data is a process moving ex-
tremely slowly. The reasons for this is the
organisation and functioning of the system
according to the heretofore established stan-
dards, which complicates the course of the
assessment of the needs for amendments
and supplements to the laws. In addition to
amending and supplementing existing laws,
one should certainly consider adopting com-
pletely new laws covering the sphere of pri-
vacy, their justification, harmonisation with
the standards of personal data protection,
as well as their impact on the everyday func-
tioning of society.

32 Article 18: ‘The security and confidentiality of personal information are guaranteed. Citizens are guaranteed protection from any violation of their personal integrity deriving from the

registration of personal information through data processing.’

33 Article 25: ‘Each citizen is guaranteed the respect and protection of the privacy of his/her personal and family life and of his/her dignity and repute.’
34 Official Gazette of the Republic of Macedonia, No. 7/2005, 103/2008, 124/2008, 124/2010, 135/2011, 43/2014 and 153/2015
35 Article 6 provides for an exemption according to which the information containing personal data, the disclosure of which would constitute a violation of the personal data protection,

would not be considered public information.

36 Article 3 stipulates that the ‘freedom of media shall include especially: The freedom of expression of opinions; the independence of the media; the freedom to collect, investigate,
publish, select and transmit information for the purpose of informing the public; pluralism and diversity of the media; the free flow of information and openness of the media for different
opinions, convictions and diverse contents; access to public information; respect for human individuality, privacy and dignity (...) the independence of editors, journalists, authors and
creators of contents or programming collaborators and other persons, in accordance with the professional rules of journalism.’

32 Article 7 of the Code of the Journalists of the Republic of Macedonia states that the journalist shall respect a person’s privacy, unless it is in contravention of public interest. The

journalist is obliged to be respectful of personal pain and mourning
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3.1. Law on Personal Data Protection

The debate on establishing a legislative
framework on personal data protection in the
Republic of Macedonia began in 1994, when it
was first proposed to adopt a law that would
provide standards for personal data protec-
tion. But this proposal was not accepted, so
the first Law on Personal Data Protection
was enacted as late as 2005, upon the recom-
mendation of the European Union to legally
regulate this area. The legislative framework
on personal data protection in the Republic
of Macedonia is supplemented by the Law on
Ratification of the Convention for the Protec-
tion of Individuals with Regard to Automatic
Processing of Personal Data,” as well as the
Law on Ratification of Additional Protocol to
the Convention for the Protection of Individ-
uals with Regard to Automatic Processing of
Personal Data regarding supervisory authori-
ties and transborder data flows.®

The Law on Personal Data Protection also
stipulated the forming of an independent su-
pervisory body—the Directorate for Person-
al Data Protection (DPDP)* — responsible for
overseeing the implementation of the law by
conducting supervisory inspections, but also
by responding to requests and petitions sub-
mitted by the citizens who believe their right
to privacy has been violated.

Establishing a legislative and institutional
framework on personal data protection is an
extremely important moment in the history
of human right protection in the Republic
of Macedonia, as well as an enormous chal-
lenge. The fundamental principles provided
in the Law should be easily implementable in
practice, regardless of whether it is a matter
of processing personal information by con-
trollers, or of developing rules and work poli-
cies closely related to protecting the citizens’
privacy.

Despite the existence of complex legal
regulation on personal data protection, pub-
lic information in all national and foreign
provisions on personal data protection falls
into the category of exemptions. For this very
reason, for complete and successful imple-
mentation of the legal provisions guarantee-
ing personal data protection it is extremely
important to know how public information
is (legally) regulated.

The definition in the Law on Personal
Data Protection stipulates that:

‘Personal data’ shall mean any information
pertaining to an identified or identifiable nat-
ural person; and an identifiable person is one
that can be identified, directly or indirectly,
particularly by reference to a citizen’s personal
identification number or to one or more factors
specific to his/her physical, physiological, men-
tal, economic, cultural or social identity.

Under the law, personal data must be pro-
cessed fairly, collected for specific, explicit
and legitimate purposes, and processed in
a manner conducive to those purposes. One
must also make sure that the personal data
are adequate, relevant and not excessive to
the purposes for which they are collected
and processed; accurate, complete and up-
dated where necessary, whereby all neces-
sary steps must be taken to erase or correct
data that are inaccurate or incomplete. Per-
sonal data should be stored in such a form
that allows the identification of the personal
data subject, no longer than it is necessary to
fulfil the purposes for which the data have
been collected for further processing. Ad-
hering to these fundamental principles of
personal data protection is obligatory for all
companies, institutions and other subjects
collecting and processing personal data.

37 The Law on Ratification of the Convention 108/81 was published in the Official Gazette of the Republic of Macedonia No. 07/2005.

The Convention was ratified on 14 March 2006, and it took effect on 1 July 2006.

38 The Law on Ratification of Additional Protocol to the Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data regarding supervisory
authorities and transborder data flows was published in the Official Gazette of the Republic of Macedonia No. 103/08. The Additional Protocol took effect on 1 January 2009.

39 www.dzlp.mk




As any other law, so the Law on Personal
Data Protection (Article 4-a) provides for ex-
emptions, and one of them involves public
interest as a determining factor when assess-
ing the violation of the right to personal data
protection:

The provisions of this Law shall not apply to
the processing of personal data conducted for
the purposes of professional journalism, only
when public interest prevails over the private
interest of the personal data subject.

This article further specifies the exemp-
tions to implementing the provisions of the
Law on Personal Data Protection when prac-
ticing professional journalism. Namely, the
aim of the article, as formulated, is to pro-
vide greater protection of the privacy of per-
sonal data subjects when their data are being
processed for the purposes of professional
journalism.

The main objective of this provision is to
secure prior consent from the personal data
subject when processing their personal data
for the purposes of professional journalism.
This formulation shows that the journalists’
‘privileged’ position does not imply that they
should not abide by the principles of per-
sonal data protection, particularly regard-
ing Article 10 of the European Convention
of Human Rights, which regulates freedom
of expression and the restrictions to that
freedom, and the Journalists’ Code of Eth-
ics that, in Article 7, which clearly stipulates
that journalists shall respect a person’s pri-
vacy, unless it is in contravention of public
interest. This provision further specifies
that journalists are obliged to be respectful
of personal pain and mourning. The idea is
to assess when public interest prevails, and
when a person’s private interest does so.

Generally, the balance depends on the
journalist’s or the editor’s personal assess-
ment of what is in the public interest when
reporting on a certain issue. When making
the assessment, one should take into ac-
count whether the subject reported on has
legal legitimacy, or if the circumstances re-
quire the respect of privacy (Mendell, 1999).
Although the Law on Personal Data Protec-
tion does not fully apply to the processing of

personal data by journalists, it still does not
absolve journalists from the responsibility to
abide by the principles of personal data pro-
tection.

In an attempt to familiarise the media and
to establish a practice of fair and impartial
release of public data in the media, in 2008,
the Directorate for Personal Data Protection
of the Republic Macedonia put forwards spe-
cific recommendations containing the fun-
damental principles of protecting personal
data when they are released by the media:

+ Fair processing of personal data, that
is, processing in accordance with the
law or after obtaining prior consent
from the personal data subject;

+ Assessing the relevance of the infor-
mation in relation to the scope of pub-
lishing personal data and establishing
balance between the freedom of infor-
mation and the right to privacy and
personal data protection;

+ Anonymising (obscuring) faces, licence
plates and other personal data of the
citizens;

+ Mandatory (anonymisation) of the fac-
es and other personal data of minors,
and

+ Publishing the initials instead of the
full names of accident victims or of
persons subject to criminal or admin-
istrative proceedings

These general recommendations are sub-
ject to general and special restriction. The
fundamental concept is the ‘relevance (im-
portance) of the information.” Journalists
must assess whether releasing personal data
that form part of the news is relevant, that
is, whether without releasing them the aim
will be achieved and, finally, whether releas-
ing the personal data is in the public interest
or not.

Another general restriction referring to
journalistic activities is the right of the per-
sonal data subject not to consent to the pub-
lication of their personal data. In cases when
public interest does not prevail in disclosing
a person’s identity, and if said person is part
of a feature story, the journalist must ask for
consent to release their personal data.
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Sensitive Data

According to the Law on Personal Data
Protection, not all personal data enjoy equal
protection. There is a category of special,
sensitive data that are subject to special pro-
tection, and they are personal data reveal-
ing one’s racial or ethnic background, one’s
political, religious, philosophical or other
beliefs, membership to a trade union, and
data regarding people’s health, including ge-
netic data, biometric data or data concerning
one’s sex life. The concept of ‘information
relevance’ is particularly important in this
case. Any mention of sensitive data should
be avoided, particularly considering the fact
that the Law on Personal Data Protection
does not allow the processing of the special
categories of personal data, barring extraor-
dinary circumstances as stipulated by law.*

Protecting the Privacy of

the Home or Residence

The journalist must not enter and record
inside people’s homes, or record hospital pa-
tients or prison inmates without their prior
consent. The personal data subject’s consent
is a principle one must abide by. In cases
when patients at healthcare facilities or
prison inmates do not have full civil capac-
ity, consent must be asked from their guard-
ians or legal representatives.

Public Figures

Journalists should differentiate between
public figures ‘par excellence,’” that is, public
figures holding political office, and public fig-
ures who are popular, but do not hold public
political office. If the personal data concern-
ing public figures who are not public ‘par ex-
cellence’ are not relevant to conveying a cer-
tain piece of news and are not in the public
interest, then they should not be disclosed.
The condition to respect privacy is automati-
cally reduced by the extent to which the indi-
vidual is involved in public life or is in touch
with other protected interests.

Persons with Illness

Medical data fall into the category of sen-
sitive personal data, so their processing is
prohibited. Data on the health of the citi-
zens, but also of public figures, must not be

Analysis of Macedonian legislation and standards

disclosed publicly. The media may publish
statistical information in case of an epidem-
ic, without revealing personal data on the
persons affected or deceased.

Minors

Personal data on minors must not be dis-
closed without proper safeguards, that is,
obscuring the face, distorting the voice and
using initials. Minors are persons with lim-
ited civil capacity, therefore they cannot
personally give consent whether certain in-
formation on them is to be made public or
not. The consent for publishing the personal
data of minors must be asked from their par-
ents, guardians or legal representatives, but
even when it is obtained, one must take into
account the future implications of disclosing
the minor’s personal data.

Persons Subject to Criminal or

Administrative Proceedings

Recording and releasing information of
data on persons subject to criminal or ad-
ministrative proceedings is in contravention
of the Law on Personal Data Protection, par-
ticularly if one also considers the failure to
adhere to the principle of presumption of
innocence. Public interest in investigative
actions and court proceedings is great and
justified, but in any case, the media must
provide proper anonymisation of the persons

3.2. Free Access to
Public Information

directly involved in the ongoing proceedings.

The Law on Free Access to Public Informa-
tion* in the Republic of Macedonia was ad-
opted in 2006, and it guarantees the citizens’
right to free access to the public information
created and at the disposal of public and pri-
vate institutions and companies. Undoubt-
edly, the very enactment of this law consti-
tutes a contribution to opening the public in-
formation holders to the public, and through
its implementation in the period since its
enactment to this day a large amount of pub-

40 ‘Special categories of personal data’ are data revealing one’s racial or ethnic background, one’s political, religious, philosophical or other beliefs, membership to a trade union and data
regarding people’s health, including genetic data, biometric data or data concerning one’s sex life.
41 Official Gazette of the Republic of Macedonia No. 13/2006, 86/2008, 6/2010, 42/2014 and 148/2015




lic information has become available to the
public. However, the assessment as to which
information is public seems rather free and
subjective, and the media’s release of public
information not always adheres to the prin-
ciples guaranteed by the law.

Putting the right to free access to public
information into correlation with the right
to the protection of privacy perforce re-
quires striking balance between public and
private interest. Establishing this balance is
difficult since it always must be done all over
again, on a case-by-case basis. What is key is
the assessment as to which information is of
utmost importance to public interest. The
Law on Free Access to Public Information
also provides for exemptions to free access,
one of them being the exemption concerning
personal data:

Holders of information may reject a request
for access to information under the law if the
information concerns:

- Personal data the release of which would
constitute a violation of personal data protec-
tion...

Under this provision, free access to pub-
lic information is restricted wherever the
release of public data would constitute a
violation of the privacy of the person whose
data is being disclosed. Furthermore, when
it comes to free access of public information,
the principle of partial access to information
also applies, according to which publicly ac-
cessible are the data that do not threaten the
interests of the legal and natural persons
they regard.

A case from December 2015 may serve
as a clear example of a type of abuse of the
Law on Free Access to Public Information,
that is, of a free interpretation of the exemp-
tion regarding personal data. It is a case of
a media outlet, using this exemption, ask-
ing the Anti-Corruption Commission for the
asset declarations of several former public
officials, more precisely their first and final
declarations. Upon this request, the Anti-
Corruption Commission refused to disclose
with how many assets the officials entered,
and with how many they left the office, with
the explanation that:

[tlhe person under consideration no lon-
ger holds the office in question, that is, they
no longer act in the capacity of an elected/ap-
pointed official, and the requested information
contains personal data that are protected by
law, so their disclosure constitutes a violation
of personal data protection and an invasion of
privacy.

This application of the exemption to free
access to public information makes no sense
primarily since, under the Law on Preven-
tion of Corruption, any elected or appointed
official is required to submit a declaration
of their family’s assets within 30 days of en-
tering office, and then another declaration,
within 30 days of leaving office. The Law stip-
ulates that any change in assets occurring in
the meantime should also be declared. Under
the same law, the declaration is public, and
there are no provisions for a change of status.

In addition to the legal provisions, it is
of absolute importance to assess the public
interest of disclosing the data on public of-
ficials’ assets, whereby one could always ano-
nymise personal data, such as addresses of
real estate properties and the individuals’
personal identification number.

The responsibility to ensure access to
public information is shared. Primarily, the
assessment of what is to be provided as pub-
lic information is the responsibility of who-
ever initially provided the information (a
public or private institution that has the sta-
tus of information holder), and then of who-
ever releases it or delivers it to the general
public. In order to strike a balance between
public and private interest more easily, an-
other mechanism has been established—the
‘harmfulness test,” which is mandatory in
cases when information holders allow access
to information containing personal data. The
harmfulness test is practically supposed to
prove that releasing information containing
personal data would have lesser consequenc-
es to the protected interest than on public
interest, which would be satisfied by disclos-
ing the information.

The three-step harmfulness test was in-
troduced by the European Court of Human
Rights as a guarantee of sorts of fair imple-
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mentation of Article 10 of the European Con-
vention on Human Rights. To correctly deter-
mine the restrictions to free access and the
right to free expression, the Court provides
a three-step test that primarily assesses: 1)
Whether the restriction is provided by law;
2) Whether the restriction fulfils a legitimate
purpose, and 3) Whether the restriction is
necessary to justify a legitimate purpose. The
three-step harmfulness test as a mechanism
is included in numerous European laws on
free access to public information, precisely
for making establishing the balance between
public and private interest easier.

3.3. The Right to Privacy

versus Public Interest in
Terms of Collecting Data
and Intercepting
Communications

Although the laws covered in this section
do not directly affect the balance between
these two rights, they are nevertheless ex-
tremely important to the practice and the
interpretation of the notion of privacy and
violating privacy in the name of public inter-
est—even though in certain situations one
might clearly establish the need to invade a
person’s privacy for these purposes. Despite
the fact that this paper will not delve deeply
into this aspect, we still believe it is of ut-
most importance to provide a brief overview
of this facet of our legislation in the area.

In the contemporary world, intercepting
communications, that is, wiretapping, by
investigative bodies and the authorities is
considered one of the most effective tools in
fighting crime and protecting national secu-
rity. This rationale leads to the belief that we
should renounce our privacy for the sake of
more security (‘if you have nothing to hide,
you have no reason to fear’). Formulated this
way, the argument is difficult to dispute. At
the end of the day, who would not renounce
some privacy if they knew that would bring
more security to themselves and the society
they live in? The problem is that this distri-
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bution is hardly ever absolute, and renounc-
ing one right does not lead to greater enjoy-
ment of the other. That has, in fact, been
demonstrated by the example of Edward
Snowden, who sparked a worldwide debate
on the invasive methods used by the world
intelligence agencies to violate the citizens’
privacy under the justification that they do
it for ‘national security.” Hence, this guiding
formulation when adopting laws on inter-
cepting communications is subject to con-
troversial interpretations and abuses that
unseldom violate individuals’ human rights
and privacy.

The laws covered in this section are:
the Law on Electronic Communications®,
which focuses on multiple sectors, that is,
regulates anything related to providing con-
ditions for the development of electronic
communications, competent supervisory
bodies, operators’ competences and respon-
sibilities, etc.; the Law on Interception of
Communications®®, regulating the terms
under which the right to privacy may be ig-
nored for higher purposes, that is, for na-
tional security, and the Law on Protection
of Privacy* enacted in 2015, as a result of
the scandal with releasing public officials’ in-
tercepted telephone conversations of public
officials that revealed alleged crimes in con-
travention of public interest.

\ 3.3.1. The Law on Electronic
Communications (LEC)

Chapter 18 of this Law regulates the se-
curity and the integrity of public electronic
communication network and services, as
well as personal data protection. What is
distinctive about the LEC is that it specifies
a series of responsibilities for telecommuni-
cation operators regarding the providing of
conditions to intercept users’ communica-
tions and allowing access to users’ data to
the competent authorities.

42 Official Gazette of the Republic of Macedonia No. 39/2014, 188/2014, 44/2015 and 193/2015.

43 Official Gazette of the Republic of Macedonia No. 121/2006; 110/2008 and 116/2012.
44 Official Gazette of the Republic of Macedonia No. 196/2015




Namely, under the Law on Electronic Com-
munications operators are obliged to provide
all necessary technical conditions enabling
interception of communications in their net-
works. Operators are required, at their own
expense, to supply and maintain equipment,
appropriate interface and to set up electron-
ic communication channels for transfer to
the agency authorised to intercept commu-
nications, in order to enable interception of
communications in their network.

The operators are obliged to provide the
agency authorised to intercept communica-
tions with real-time interception of commu-
nications. The information on the intercept-
ed communication should be made available
immediately after the communication has
ended, and the interception of the communi-
cation should be uninterrupted throughout
the duration. The operators also have the
responsibility to provide an accurate and un-
equivocal link of the information on the in-
tercepted communication with the content
of the communication being intercepted.

This law has recently been subject to criti-
cism by the international community, for the
excessive jurisdiction for intercepting com-
munications provided to the security ser-
vices. On piece of criticism formed part of
the Recommendations of the Senior Experts’
Group of the European Commission of June
2015, stating that:

Acting on the basis of Articles 175 and 176
of the Law on Electronic Communication, each
of the three national telecommunications pro-
viders equips the UBK with the necessary tech-
nical apparatus, enabling it to mirror directly
their entire operational centres. As a conse-
quence, from a practical point of view, the
UBK can intercept communications directly,
autonomously and unimpeded, regardless of
whether a court order has or has not been is-
sued in accordance with the Law on Intercep-
tion of Communications.*

3.3.1.1. The 2010
Amendments to the LEC:
Who Benefits?

The above criticism of the LEC refers to
several controversial provisions of the Law
adopted in 2010, granting the competent
authorities excessive jurisdiction and power
to intercept communications. One of the ar-
ticles in the 2010 amendments stated that
public communication network operators
and public communication service providers
are obliged to provide the agency authorised
to intercept communications constant and
direct access to their electronic commu-
nication networks, as well as conditions to
autonomously download traffic data.

After the enactment of these amendments
proposed by the Government of the Republic
of Macedonia, the Constitutional Court ruled
that this paragraph constituted a violation of
the right to privacy, since the competent au-
thority is not obliged to respect procedure,
that is, obtain a court order, by the very fact
that it has direct access to users’ communi-
cations. Paragraphs 7 and 8 of Article 112 of
the amendments granting the competent au-
thority direct access was declared unconsti-
tutional on 15 December 2010.4

The LEC saw comprehensive reform in
2014 (Official Gazette of the Republic of
Macedonia No. 39/2014). Part of the new pro-
visions of the law once again grant jurisdic-
tion to the competent authority to directly
intercept communications, whereby the
operators are obliged to provide transfer.
Although the language (as compared to the
2010 amendments) was modified, it is never-
theless troubling that the Law provides for
transfer of communications by the operators
to the competent authority without prior

45 Recommendations of the Senior Experts’ Group of the European Commission, 8 June 2015, 5-6. See:
http://ec.europa.eu/enlargement/news_corner/news/news-files/20150619_recommendations_of_the_senior_experts_group.pdf

46  Constitutional Court ruling (C. No. 139.2010) on the 2010 amendments to the LEC: The Court found that the contested provisions of the Law do not include sufficient safeguards
against possible abuse by the competent authority with the provided technical capability to continually and autonomously intercept the content of the communication, as well as when
collecting the necessary data regarding the communication in question. In addition, the provisions regulating the area of surveillance must be sufficiently precise and predictable, not

to be subject to improvisation and interpretation, so that they do not constitute a threat of surveillance to anyone to whom the law may apply, and not to violate, in an unconstitutional
and unlawful manner, the respect of the citizens’ right to correspondence and freedom of communication. (...) Therefore, according to the Court, the contested provisious of the Law,

on account of the imprecision of the wording used, the insufficient regulation of the terms and the procedure during which there might occur a departure from the constitutionally
guaranteed right to privacy, constitute a real threat of willful and arbitrary interference of state agencies in the citizens’ private lives and correspondence, which may negatively reflect on
the citizens’ honour and reputation, without real foundation in the Constitution and the laws. For these reasons, the contested provisions cannot be interpreted as provisions guaranteeing
the fundamental human rights and liberties of the citizens recognised by international law and specified in the Constitution as a fundamental value of the constitutional order of the

Republic of Macedonia.
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obtaining a court order. That is to say, the
amendments that had provoked enormous
backlash in 2010 and were declared unconsti-
tutional, in the new LEC were reintroduced
in a new form and allowed the same, if not
greater invasiveness as the unconstitutional
amendments.

It is unknown whether the repealed
amendments have affected practice, that
is, whether the already installed technology
allowing the competent authority direct ac-
cess to communications has been removed
after the Constitutional Court’s ruling that
the measure is unconstitutional, or if in the
period since the measure was rescinded—be-
tween 2011 and 2014—the competent author-
ity has still had direct access. In his newspa-
per column ‘Occam’s Razor on the Wiretap-
ping,” Novica Nakov remarked that:

Articles 175 and 176 of the Law on Electron-
ic Communications have been in effect since
February of 2014, when the cited Law on Elec-
tronic Communications (Official Gazette of the
Republic of Macedonia No. 39/2014) was ad-
opted. However, as we could hear from the re-
cordings and learn from journalistic analyses,
the conversations were conducted in different
periods, and there are recordings dating back
to 2011. How could these recordings be made if
the DSC at that time was not allow to ‘directly
mirror their entire operational centres’?

On the other hand, there is also problem
with the oversight of the legality of imple-
menting the measure. That is to say, the op-
erators are not obliged to request and estab-
lish the existence of a competent court order
allowing the competent authority to imple-
ment the measure, nor are the operators
obliged to check or control the interception
of communications. Their only obligation is
to provide technical condition for its imple-
mentation.

Although the Agency for Electronic Com-
munications (AEC) should be largely compe-
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tent of the oversight of implementing the
measure of intercepting communications,
the Law provides that the AEC intervene
only in one specific situation. Vladimir Ris-
tovski, advisor to the AEC director, once
stated that, under the law on the Agency’s
remit and under Article 175 of the LEC, the
Agency is obliged to and may intervene with
the authorised body or with the telecommu-
nication operator in Macedonia only if there
are problems with their cooperation. This
cooperation refers to whether, for instance,
the operator has provided the appropriate
interface (interconnecting the technology
on both ends) and the necessary equipment.
‘The Agency performs oversight only if one of
the parties involved informs us that coopera-
tion is lacking. Otherwise, we do not perform
oversight.’#

According to Article 6 of the Law on In-
terception of Communications: ‘The person
whose communication was intercepted has
the right to challenge the authenticity of the
data collected and the legality of the proce-
dure of interception of their communica-
tions, in a procedure determined by the Law
on Criminal Procedure.’

However, this too is problematic, since
the interception of communications is con-
ducted in secret and operators under the
LEC are obliged to ensure that the person
does not notice that their communication
has been intercepted. Then how could said
person contest the authenticity? Of course,
it is provided that the person contest them
if they are used in proceedings against them,
but problems arise when the suspicions that
would justify intercepting somebody’s com-
munications turn out to be wrong. In that
case the competent authority is under no
obligation to inform the person of the sur-
veillance, whereby the individual will not be
aware that their privacy has been violated.

There is no real control over the secret secu-
rity services anywhere in the world. Name one

47 Novica Nakov, ‘Occam'’s Razor on the Wiretapping’ (newspaper column), 4 July 2015. Available at: http://www.makdenes.org/content/article/27108823.html
48  Goran Naumovski, Plusinfo, ‘AEC: We Intervene If There Is a Problem between the Ministry of the Interior and the Operator,

We Do Not Control If There Is Unauthorised Wiretapping’, 13 February 2015.




example of a parliament that has such control.
Yes, based on their constitution and the legis-
lation, numerous countries have established
mechanisms of civil control over the work of
the security services, but in practice, such con-
trol is implemented either very little or not at
all. Particularly in the area of violating hu-
man rights through implementing interception
of communications. That is why I believe that
this control acts merely as democratic décor.*’

Another segment worthy of attention is
the retention period of the personal data that
operators are obliged to store. These data in-
clude the identity of the caller, the registra-
tion list, name and address of the telephone
number’s owner, the PIN or password when a
SIM card is used, the Internet connection, IP
address, date and time of the calls, the loca-
tion at the moment of the call, etc. Accord-
ing to the law (under Article 178, Paragraph 1
and 3 of the LEC), operators are obliged to re-
tain these data up to 12 months. In compari-
son, most countries of the European Union
most often adopt the minimal data retention
period of 6 months, in order to respect the
safety and secrecy of personal data.

Also troubling is the obligation under the
Law (Article 176) to store electronic commu-
nication data that have not been obtained as
a direct result of a surveillance order, but
from the everyday communication of the us-
ers’ telephones, that is, call lists, location,
and so for. Although this measure is provided
for the prevention of crimes and safeguard-
ing the country’s security, it nevertheless
veers into the domain of mass surveillance,
which is subject to abuses regarding the in-
dividuals’ privacy.

The only reaction from operators about
this problem concerns the increased costs
for the necessary technical preparation to
meet the particular specifications needed for
these measures. There has been no voicing of
concern about this measure and the exces-
sive invasion of the individuals’ privacy.

3.4. The Law on
Interception of
Communications®®

Although it is a fact that intercepting
communications is one of the most effective
methods the authorities may use to uncover
or prevent crime, or to protect national se-
curity, this method is also the most invasive
of individuals’ privacy. It is required that, if
this method is used, it must be under safe
and clear supervision, in order to prevent
abuses and excessive use, which would con-
stitute a human rights violation.

The Law on Interception of Communi-
cation regulates, as stated in Article 1: the
procedure of intercepting and recording
telephone and other electronic communi-
cations, as well as the manner of handling,
storing and using the data obtained by inter-
ception. That means that this law regulates
the cases in which the right to privacy, that
is, to private communication is not exclusive,
i.e. the cases in which it may be disregard-
ed. The law regulates the capabilities of the
competent authorities for intercepting com-
munications to secretly learn the content of
a specific communication and to create a re-
cord, that is, store the communication in a
base with the possibility to reproduce it.

All this suggests that under this law, the pub-
lic prosecutor, the Ministry of the Interior, the
Financial Police Office, the Customs Admin-
istration and the Ministry of Defence, under
certain conditions are allowed to disregard the
individuals’ right to privacy and secretly learn
the content of the information they share. Of
course, competent authorities do not have the
exclusive right to invoke this Law, that is, as
stated above, certain conditions must be met
for this procedure to be legitimate.

49  Pavle Trajanov's statement, Katerina BlaZevska's news article, ‘Control of Wiretapping Equals—Zero!’, Deutsche Welle, DW, 13 October 2014.
50 The notion of communication implies any type of telephone or electronic communication, that is, any process that involves the use of a device to transfer or receive information
between two or multiple parties. It is not limited to two or more individuals communicating, but also includes the communication between an individual and a certain web page. That is to

say, the very web page visit constitutes communication using an Internet protocol.
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The Law specifies two areas in which
competent authorities may use the right to
intercept communications, those being: (1)
detection or prosecution of perpetrators of
criminal offences, or (2) safeguarding the
country’s security and defence interests.

Under the Law, the court may authorise
the interception of communications in the
following cases: preparing a crime against
the government, against the armed forces
or against international law and humanity.
It may also authorise it if someone prepares,
initiates, organises and participates in an
armed attack against the Republic of Mace-
donia, or in incapacitating the defence sys-
tem and preventing it from performing its
function—when the data on such activities
cannot be obtained in another way, or their
obtaining would involve great difficulty to
prevent the carrying out of the armed attack
or the incapacitating of the defence system.

What is problematic in this law is the pos-
sibility for the court to grant an oral order for
intercepting communications. Under Article
11-a, in emergencies, when there is danger
for causing irreparable harm to the success-
ful conducting of the criminal proceedings,
the judge in a prior proceeding may grant an
oral order whereby authorising interception
of communications for a period of 48 hours,
based on an oral request for intercepting
communications submitted by the compe-
tent public prosecutor. This article merely
expands the communication surveillance ju-
risdictions, where the competent authorities
may be authorised without a written court
order.

It is a troubling fact that the only mech-
anism, supposed to be protective against
abuses of this measure, in certain cases is
reduced to an oral order. Particularly if one
considers the sensitivity of this measure and
the need for a clear and concise procedure
and oversight of said procedure. Would the
judge who would grant the oral order be able
to exercise any real control over the legiti-
macy of the measure?
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This possibility provided by the LIC was
troubling as early as 2010, when the LEC was
amended, and the lack of control over the in-
terception of communication was also noted
by Prof. Gordan Kalajdziev, PhD (2010):

As it stands, for the time being there is ab-
solutely no possibility for anyone, not even the
courts, the prosecutor’s office, and the parlia-
mentary committees, to exercise any real, reg-
ular and effective control over the actual scope
of the wiretapping.”

The fear articulated in the very reactions
to the amendments to the Law on Electronic
Communications that were declared uncon-
stitutional may be reflected in the current
Law on Interception of Communications.

So there are no guarantees that someone
controls how the procedure is conducted, how
authorisation is granted and, subsequently,
how one stores the information that law en-
forcement obtained during the interception of
communications.>

Apart from the emergency measure of
oral court order, in order for competent au-
thorities to be granted authorisation to in-
tercept communications, the procedure is as
follows: The public prosecutor submits a re-
quest to a competent court, on the prosecu-
tor’s own initiative or on the initiative of the
other competent authorities. Upon receiving
approval, the competent authority may pro-
ceed to intercepting the communications.
And all this only if there are indications, i.e.
findings and evidence on which suspicions
are based, but also an explanation of the rea-
sons for which the data or evidence cannot
be collected in another manner of detecting
or prosecuting a perpetrator of a criminal of-
fence or of safeguarding the country’s secu-
rity and defence interests.

In the chain of control and oversight over
the implementation of the measures of inter-
cepting communications, what is also alarming
is the rate of approved requests for intercept-
ing communications submitted by the com-

51 Gordan Kalajdziev, ‘The Erosion of Privacy in the Republic of Macedonia’, On the Amendments and Supplements to the Law on Electronic Communications, 2010.
52 Statement by Uranija Pirovska, Helsinki Committee for Human Rights, Slagana BoZzinovska, ‘The Law on Interception of Communication Breeds Fear’, Radio Free Europe, 8 June 2012.




petent authorities. The court of first instance
has never rejected such requests, regardless of
their nature, which is a troubling fact in itself.
The research entitled Communications Inter-
ception Oversight in Macedonia conducted by
the Analytica Thinking Laboratory notes:

Statistical data reveals a worrying trend
that the courts are completely aligned with
the Ministry of Interior, when interceptions of
communications are requested. With a rate of
100% approvals, Primary Court Skopje 1 has
not found any request for interceptions to be
inadequate. Questions are raised regarding
the expertise of the judges to assess potential
security threats and grounds for suspicions,
but there are also concerns about the indepen-
dence and impartiality of the judicial power.>

This research by Analytica has concluded
that the court has granted an interception
order to every request submitted by the com-
petent authority. If the courts are completely
aligned with law enforcement and the com-
munication interception requests, one must
ask whose interests are being safeguarded
by this manner of decision-making, and
whether the authorities competent to pro-
tect the citizens’ rights really consider pub-
lic interest when making a decision. What is
the role of the court if it does not conduct a
proper assessment of the need for intercept-
ing communication, but only issues orders
upon every request? How many of these re-
quests have been truly legitimate, and how
many have been approved only because of
the court’s incompetence (or bias to other
interests)?

The lack of protection mechanisms when
implementing the measure of interception
of communications may also be noted in an-
other ludicrousness of the Law.

The legislator provided for ongoing control
and oversight over the practical implementa-
tion of the measures by the competent public
prosecutor, which is not a functional solution,
considering that the public prosecutor has

broad jurisdiction in the procedure of propos-
ing and extending the implementation of the
measure. That gives rise to a founded suspi-
cion that the public prosecutor is subject to a
conflict of interest of sorts, and in this situa-
tion does not constitute an impartial subject
for exercising control and oversight over the
practical implementation of the measure. In
addition, the Public Prosecutor’s Office has de-
veloped not merely a partner, but a subservi-
ent relationship with the Ministry of Internal
Affairs, and shows no great enthusiasm about
controlling law enforcement.>

3.5. Law on
the Protection of Privacy

This Law was adopted in November 2015,
in a calm atmosphere, without much reac-
tion, even though it had been preceded by
rather controversial circumstances related
to the political developments in the Republic
of Macedonia at the time, concerning the au-
dio materials released as ‘bombs’ by the op-
position, through which the issue was raised
of the unlawful wiretapping of telephone
conversations and the invasion of privacy
of, allegedly, thousands of people, including
members of non-governmental organisa-
tions, journalists and public officials.

Before the enactment of the privacy law
as a result of an agreement among the po-
litical parties, another bill was submitted to
the Assembly of the Republic of Macedonia,
namely, the Bill Prohibiting the Possession,
Processing, Releasing and Handling of Mate-
rials Resulting from Unlawfully Intercepted
Communications. Although these two laws
are seemingly different, upon comparison,
one might conclude that the context is rath-
er similar, even if one bill was met with fierce
backlash, whereas the other was enacted in a
calmer atmosphere.>

53 Bogdanovski, A., Lembovska, M., 2015, Communication Interception Oversight in Macedonia: Making the Impossible Possible, Skopje: Analytica Thinking Laboratory.

54 Helsinki Committee for Human Rights of the Republic of Macedonia, ‘Control over Wiretapping—Who Will Guard Us from the Guards?, Quarterly report, December 2011-February 2012.
55 Mirjana Najcevska, a column published on the Okno web portal, ‘The Law on the Protection of Privacy—When the Constitution Turns into “Toilet Paper”:

‘Some of the media conveyed positions that the overall Przino Agreement might be called into question on account of this bill, and withdrawing the bill from parliamentary proceedings is

linked, among other things, to the need for its harmonisation with European standards.’
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What is most critical about this Law is Ar-
ticle 1, Paragraph 3, stating:

The possession, processing, public disclosure
and disposal in any way, shape or form of ma-
terial arising from the unlawful interception
of communication carried out in the period be-
tween 2008 and 2015, including the usage and
disposal thereof in the electoral process and for
political and other purposes and procedures
shall also be banned under this Law.

It is difficult to find solid argumentation
for the existence and the enactment of this
law, considering that it provides for mea-
sures valid only in a specific time period.
Why this particular period, and was the pos-
session, processing and releasing of materi-
als resulting from unlawful interception of
communication tacitly allowed, that is, not
expressly prohibited? These are just some of
the questions deserving an answer, but the
answer has not been provided (yet).

Under the law, the restrictions only per-
tain to recordings in the private domain,
but the law does not specify what ‘private
domain’ means. Furthermore, although the
law regulates matters in the public interest,
at no point does it take into account the ex-
planation of what it constitutes, or where
the public interest is in this context.

3.6. Whistleblowers
and Public Interest

When discussing the public’s right to be
informed, it is inevitable in this context to re-
flect on the relevance of the so-called ‘whis-
tleblowers’ (or ‘disclosers’ under Macedonian
law) in contemporary democratic societies.
Although there is no generally accepted defi-
nition of whistleblowers, the term most often
refers to persons believing that public inter-
est is more important than the interests of
a certain organisation or institution. Hence,
they ‘disclose’ cases of serious corruption in
the private or the public sector (most often
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in the organisation or institution where they
work), or other abuses harmful to the pub-
lic interest or in violation of human rights.
Whistleblowers are particularly important
in societies that do not foster appropriate
safeguarding of the right to free expression
and societies with oppressive government
structures. Still, even in certain societies
deemed more democratic, whistleblowers
enjoy a reputation of ‘informants’ or traitors
who are disloyal to their employers, institu-
tions, or their country. The most renowned
‘whistleblowing’ example was the 2013 case
of Edward Snowden, who exposed the meth-
ods of the intelligence services in the US and
Europe, through which they (unlawfully and
unconstitutionally) invaded the citizens’ pri-
vacy (under the guise of public interest).

It is because of the importance of whis-
tleblowers to public debate and of ensuring
greater accountability from public and pri-
vate institutions that it is crucial to provide
effective legal protection for these individu-
als. Moreover, it is necessary to properly edu-
cate the companies and state institutions on
the importance of whistleblowers, to provide
an environment where they could speak
freely, without risking negative work-related
consequences (such as getting fired or having
their salaries or remunerations reduced).

Macedonia does not have a wealth of expe-
rience with cases of disclosed corruption by
concerned employees of an organisation. This
is partly due to the fact that citizens hesitate
to speak publicly about such phenomena for
fear of repercussions. One of the findings
of the research>® conducted by the Founda-
tion Open Society-Macedonia was that over
a quarter (28%) of citizens (surveyed) do not
request information from public institutions,
believing that they would not get the infor-
mation requested and that state institutions
are generally closed to the citizens.

It is particularly important to stress the
need for protecting whistleblowers in the
public sector, considering the lack of open-
ness and transparency of state institutions
in our country. The Freedom House free-
dom of the press country report on Mace-
donia (Freedom House: 2015) notes that the

56  http://www.soros.org.mk/CMS/Files/Documents/istrazuvanje-tajnnost-vo-rabotenjeto-mkd-1.pdf




Law on Free Access to Public Information
‘is unevenly and selectively enforced, with
officials delaying responses and shunning
independent or critical media outlets.” The
research on the transparency and account-
ability of public institutions in Macedonia,”
spearheaded by Transparency International
Macedonia (2012), has been indicative in this
aspect. As part of the research, a survey was
conducted, according to which over 70% of
citizens surveyed believe that corruption is
most common in those sectors of the admin-
istration closest to the ‘power holders.” One
of the conclusions in the report is that in all
likelihood ‘people will decide not to report
corruption because of fear and lack of trust
in the institutions which [sic] should protect
them in such cases.’

In November of 2015, the Assembly of
the Republic of Macedonia enacted the Law
on the Protection of Whistleblowers (Of-
ficial Gazette of the Republic of Macedonia
No. 196/2015) as part of the reform package
stipulated by the Przino Agreement reached
in June 2015. The Law provides protection in
cases of disclosing unlawful activities threat-
ening public interest in state institutions, as
well as in private companies, and its imple-
mentation was to start four months after its
enactments. Under the Law, a ‘whistleblow-
er’ may be any employee, job applicant, in-
tern or individual hired on any grounds.

Despite the well-regulated whistleblower
protection, the Law contains several provi-
sions whose practical implementation might
be problematic. In particular, there are three
areas where there is room for further im-
provement.

Protection in Cases of Public Disclosure:
Although the Law provides for protected
public disclosure (Article 6), protection is
afforded only when the ‘whistleblower’ has
already made internal disclosure (inside the

57  http://www.osce.org/mk/skopje/104549?download=true

employer organisation) or external disclosure
(in certain state institutions), but there is no
protection provided for public disclosure in
the media. If the whistleblower reveals in-
formation directly (publicly) without making
the above types of disclosure, they have no
right to protection against repercussions in
the institution in which the disclosure was
made, nor right to protection before a com-
petent court.

Under the principles for whistleblower
protection specified by Transparency Inter-
national®®, whistleblowers should enjoy pro-
tection (judicial, and protection against neg-
ative workplace consequences) even when
they disclose criminal offences or unlawful
activities directly in the media, civil society
and other organisations.

In the case of Gujav. Moldova*, the ECtHR
noted that government actions or oversights
must by subject to direct supervision by the
media and the public, whereas in the case of
Heinisch v. Germany®, it stressed that ‘the
public interest in being informed about the
quality of public services outweighs the in-
terests of protecting the reputation of any
organization.’

Independence of Internal Disclosure
Channels: In its current form, the Law stipu-
lates that the whistleblower discloses to the
person authorised to receive such complaints
within the organisation where the disclosure
is made, or, if no such person exists, to the
managing officer of the organisation. As a
result, institutions may use this to identify
whistleblowers and to attempt to discourage
them from disclosing, or to press charges
against them before they make the disclo-
sure. The individuals and bodies authorised
to receive whistleblower complaints should
be independent and have the power and re-
sources to act on the information received,
and not be appointed ‘pro forma.’

58 https://www.transparency.org/files/content/activity/2009_PrinciplesForWhistleblowingLegislation_EN.pdf

59  Application No. 14277/04
60  Application No. 28274/08
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The role of the media in balancing
privacy with the public interest

hat makes the relationship

between the right to pri-

vacy and the public’s right

to information particular

is that these two concepts
are intertwined and often contradict one an-
other, depending whose interests are on the
line. On the one hand is the citizens’ interest
to be supplied with true and clear informa-
tion, whereas on the other is the protection
of privacy, that is, of personal data and the
individuals’ integrity.

The media/journalists are obliged to in-
form the public, to present the real and ac-
curate information concerning the environ-
ment in which their readers and viewers live.
In theory, it is the reporters who, through
investigative journalism, are required to re-
veal to the citizens the truth on public inter-
est matters. However, in order to do their
job, the media must not disregard the right
to privacy. What makes the journalists’ job
more difficult is the intricacy of striking a
balance between informing the public and
the privacy of the concerned parties subject
to media reporting.

The right to privacy is quite disregarded in
the Republic of Macedonia. Although there
are quality and extensive legal provisions for
personal data protection, we have nonethe-
less witnessed numerous recordings used
in the media that clearly disclosed informa-
tion that is defined as the concerned parties’
personal data, and the same information, if
obscured, would not undermine the purpose
of the reporting and the bottom line of the
news. The media often do not consider the
effect they exert on the public with this in-
forming practice, and one example of this is

the failure to obscure the faces of persons
under arrest and the use of their full names
before they are convicted—even though they
are not public figures—whereby violating the
principle of presumption of innocence and
giving the public misleading impressions.

The governing concept for journalists
should be the importance and relevance of
the information they release; that is to say,
whether the information that might invade
an individual’s privacy is necessary, or if it
will affect the informing purposes. If the in-
formation constituting personal data or part
of the individual’s privacy does not affect the
fulfilment of the purpose of the news, then it
should be omitted. However, another signifi-
cant factor is the balance between the infor-
mation whose release invades an individual’s
privacy and the public interest in releasing
said information.

In theory, there is a dilemma when it
comes to the privacy of public figures and
the information that is part of their privacy,
but is in the public interest. That is to say,
whether, if certain information that is part of
a politician’s privacy, but contradicts certain
views that he has been advocating publicly
and that helped him win the people’s votes,
it is part of the public interest or remains
protected as part of his privacy. A simple hy-
pothetical example would be the following:
A health minister has publicly stood against
abortion and promoted pro-life views, but
the information has surfaced that she had
once had an abortion. Is this event from her
private life in the public interest? And will
the journalist who has obtained the informa-
tion from their own sources act unlawfully is
they release it?
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Or, if we consider another hypothetical
example: Does a journalist, if they learn that
a politician who has initiated the enactment
of a law prohibiting the public promotion
of homosexuality, and has won the people’s
support partially for his statements against
homosexuality, and is himself homosexual in
his private life, have the right to disclose this
information?%

In truth, there is no specific and clear defi-
nition of what public interest is, nor is there
a uniform conclusion as to when the inter-
est of a larger number of people should be
placed above an individual’s privacy inter-
ests. Is sensationalism rousing the interest
of a large number of citizens justified, or does
the information play no part in improving or
affecting the interest of most intrigued par-
ties? That is to say, the curiosity of an actor’s
fans about their private life is not a legally
justified reason to release to the public infor-
mation from that person’s privacy. If, howev-
er, the information pertaining to said actor’s
life is in the public domain—for instance, in-
volving lobbying on certain social or political
inclusion issues—and yet is private in nature,
then it would be treated differently, that is,
as public interest information.

Technological progress and the digitalisa-
tion of personal information have complicated
the situation further in this respect. The shar-
ing of personal data by public figures on their
social media profiles is a new conundrum for
the balance between the right to information
and the right to privacy. That is to say, there is
a trend with celebrities promoting certain fac-
ets of their private lives on social media, while
at the same time fighting for protecting other
parts of their privacy in the courts.

As stated in a research conducted in the
United Kingdom,*? while most people regard
‘what happens on blogs or social network
sites such as Facebook as semi-private, jour-
nalists see it as information in the public
domain.” The authors argue that it is not
entirely clear in which situations the empha-
sis is on privacy, as the courts have become
stricter, and in which on the right the infor-
mation, so they recommend a device called

an ‘impact test,” that is, a tool that is to help
journalists make a decision on releasing
information pertaining to the individuals’
privacy. The tool involves asking oneself
whether by disclosing the information one
would be ‘exposing issues which have the
potential to impact the lives of a number of
people rather than simply being interesting
to the prurient.’

Another dilemma is to what extent the
information that people post on their social
media profile is public and accessible to us-
age and release by third parties. If a post has
a ‘public’ setting, could it be considered ac-
ceptable to (re)post it without obtaining prior
permission from the person that originally
posted it on their profile?

When it comes to posting photographs on
Facebook, it is a common belief (by reason of
ignorance of legislative regulations) that every
user, by posting the photographs, has given
consent to have them publicly shared on the
Internet. However, a photograph constitutes
a piece of biometric personal data that fall
into the category sensitive personal data, and
enjoying a special degree of protection, so it
cannot be process without the personal data
subject’s consent or without legal grounds.
The user’s consent to post their own photo-
graphs on their private profile, regardless of
their user reach, does not imply the consent
to have them reposted on other web pages or
media. However, if they are posted using the
‘public’ setting, there are different interpreta-
tions on the legality and legitimacy of posting
the photograph without prior consent.

On the other hand, the question arises of
how much the law can protect the individu-
als’ privacy in a situation of ‘playing catch-
up’ with technological progress and the rise
of the number of tools allowing for instant
sharing of personal information that might
threaten the individuals’ dignity and integ-
rity. The rapid development of certain ser-
vices that pay too little attention to actually
protecting their users’ privacy is a subject
matter that is not sufficiently prominent in
public debate in general, and even less so in
the Republic of Macedonia.

61  An Australian transport minister who created a public image of a family man invested in his home life, after the information surfaced that he had attended a gay club, resigned from

office with a public apology to his family.

http://www.theaustralian.com.au/national-affairs/state-politics/minister-caught-at-gay-club-david-campbell-resigns/story-e6frgczx-1225869390970

http://stephanieleewilliams.blogspot.mk/2011/09/privacy-vs-public-interest-publics.html

62 Stephen Whittle, Glenda Cooper, Reuters Institute at Oxford University, ‘Privacy, Probity and the Public Interest’, 8 July 2009.




Cases from Macedonian practice

n order to assess whether the media in
the Republic of Macedonia are mindful
of the manner of releasing public data
on the individuals subject to media re-
porting, the following questions should
be answered: 1) Are the personal data on the
individuals subject to media reporting cru-
cial to the news, and is the scope of disclosed
public data appropriate to achieving the ef-
fect of the news? 2) When releasing personal
data, has it been made sure to anonymise the
individuals, particularly when they are mi-
nors, accident victims or persons subject to
criminal or administrative proceedings?

Unfortunately, for the sake of exclusiv-
ity, the media often happen to release data
that are not only irrelevant to the news, but
also reveal details of the private lives of the
persons subject to media reporting. Further-
more, it has become increasingly common to
use social media as sources of information,
so it is very easy for someone’s private life to
become part of a media feature story. In ad-
dition, the media have not established clear
rules on the technical processing—anonymi-
sation—of the materials they release, if they
contain personal data.

Moreover, there is a general problem
about releasing information that the media
have obtained from the institutions, such
as information on suspected or arrested in-
dividuals, the disclosure of which not only
violates privacy, but also the principle of
presumption of innocence. It is also impor-
tant to note the reporting during coverage
of court proceedings, which may often re-
veal data on the private lives of the persona
involved in the proceedings that are not of

vital importance, considering the fact that
the reporting takes place in the course of the
proceedings themselves.

The media’s responsibility to fairly process
personal data should not merely be an obliga-
tion imposed by law, but a responsibility to
abide by the rules that every media outlet
should establish in order to assess more eas-
ily which information is in the public inter-
est, and which one crosses the line and con-
stitutes a violation of the right to privacy. In
the interest of comprehensive and accurate
informing on events involving human suffer-
ing and disasters, the media are obliged to
strike a balance between public interest and
the privacy of the citizens, as well as respect
their human dignity.

5.1. Case Study:
‘Sex Workers’

In 2008, the media released the news that,
in consultation with the prosecution and the
courts, pursuant to a court order, there was
a medical examination conducted of 22 indi-
viduals—sex works—in order to confirm, or
dismiss, the suspicions that they were car-
riers of venereal or viral infections, which
they were intentionally transmitting to the
persons they engaged in sexual contact with.

The news appeared on all the media, sup-
ported by photographs and video footage of
the police raid itself. Apart from not com-
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pletely focusing on the importance of the
information, these feature stories did not
take appropriate measures to protect the sex
workers’ personal data. In the features, the
sex workers’ faces were clearly visible and
their voices recognisable, allowing for their
direct identification. The face and the voice
are biometric personal data, whereby they
fall into the category of sensitive personal
data enjoying a special degree of protection.
Revealing the faces and voices without their
obscuring and distorting constitutes disclos-
ing personal data in a scope excessive to the
purposes of the information.

Moreover, medical data fall into the cat-
egory of sensitive personal data, so their pro-
cessing is prohibited. Data on the citizens’
health cannot be released to the public. The
media may publish statistical information
in case of an epidemic, without revealing
personal data on the persons affected or de-
ceased.

The news of the arrest would not lose any
substance and would have the same effect
if the faces of the arrested individuals had
been obscured.

5.2. Case Study:
‘Serial Killer’

The case with the serial killer compared
to Raskolnikov received enormous media at-
tention, and there was unquestionable pub-
lic interest in the institutional resolution to
the case. Following the suspect’s arrest, a
media outlet—in an attempt to profile the in-
dividual—aired an ‘exclusive’ feature story in
which, in addition to reporting on the arrest
of the serial murder suspect, they filmed his
home and tried taking a statement from his
mother who, as is clearly visible on the foot-
age, refused to make a statement, or even al-
low the television crew in her home. The ad-
dress of residence in this case is considered a
piece of personal data, since, correlated with
the other data released in the feature, it di-
rectly identifies the suspect, and indirectly
his mother. Entering the yard of the house
and filming without the mother’s consent

constitutes an invasion of privacy, particu-
larly since the video clearly shows the sus-
pect’s mother expressly refusing to be filmed.

Obtaining the personal data subject’s con-
sent is among the fundamental principles of
personal data protection, which must be ad-
hered to during every release of personal data
by the media. Moreover, the segment of the
story featuring the footage of the suspect’s
home and of his mother’s current situation
does not contribute to the quality of the infor-
mation and does not pertain to its substance,
or relevance, therefore it may be treated as
excessive disclosure of personal data.

5.3. Case Study:
‘Snake Eye’

One of the largest mass arrest police op-
erations is the ‘Snake Eyes’ case, in which
approximately 70 toll booth attendants sus-
pected of receiving bribes, handcuffed, were
filmed in the course of the raid, and the foot-
age was integrally broadcast by the media.

The feature stories might be said to focus
on the relevance of the information, but no
appropriate measures were taken to protect
the arrestees’ personal data, that is, their
faces were not obscured, allowing for their
direct identification. The face is a biometric
piece of personal data subject to a special
degree of protection. Revealing some of the
arrested individuals’ faces constitutes dis-
closure of personal data in excess of what
is necessary to the purposes of the informa-
tion. The news of the arrest would not lose
any substance and would have the same ef-
fect if the faces had been obscured. In this
case, the principles of personal data protec-
tion were not applied.

Fighting corruption is a matter of consid-
erable public interest and the public has the
right to be informed on how the state deals
with such cases. However, revealing person-
al data before guilt is proven cannot be justi-
fied by public interest. When deciding on the
acceptable level of encroaching on individual
rights, public interest is the main criterion.




This case is particularly important, con-
sidering the fact that in the course of the
criminal proceedings over half of the indi-
viduals arrested were cleared of suspicions
of receiving bribes, but remained publicly
tainted by revealing their faces in the media.

5.4. Case Study:
‘Daughter of a Politician’

Using Facebook as their primary source of
information, several web portals published
the photographs of a politician’s daughter, as
well as the location and the date they were
taken. The context in which these data were
disclosed is political, but if one considers the
actual conduct of the media releasing and
sharing the news with reference to the prin-
ciples of respecting an individual’s privacy, it
must be analysed from several angles.

In this particular case, the published
photographs, the full name, the location, as
well as the connection to her parent who is
a public figure, all constitute personal data.
Journalists should distinguish between the
relevance of the information they release on
public figures holding political or public of-
fice, and the data on their family members.
Protecting the personal data of the politi-
cian’s daughter and protecting his privacy as
a public figure are diametrically opposed.

The discussion on the protection privacy
is all the more important if one takes into
account that the data in question related to a
minor. Personal data on minors must not be
released without proper safeguards, that is,
obscuring the face and using initials. Minors
are persons with limited civil capacity, there-
fore they cannot personally give consent
whether certain information on them is to
be made public or not. The consent for pub-
lishing the personal data of minors must be
asked from their parents, guardians or legal
representatives, but even when it is obtained,
one must take into account the future impli-
cations of disclosing the minor’s personal
data. That the media outlet was not mindful
of protecting the privacy of the politician’s
daughter is evident from the two published

photographs, which were obviously reposted
and unprocessed: on one, the full name was
visible and the face obscured, whereas on the
other only the name was anonymised, and
the face visible.

In furtherance of the above findings, one
should also consider the legal restrictions to
processing sensitive personal data: in this
case, political convictions.

5.5. Case Study:
‘Media Owner’

In an attempt to prove the ownership of a
company and of foreign bank accounts, the
media released data from the Central Regis-
try, whereby on one of the forms one could
clearly see the personal identification num-
ber of the manager of one of the trading com-
panies subject to media reporting, who is
also the owner of a well-known media outlet.

In this particular case, the personal data
disclosed included the individual’s full name,
his personal identification number and his
address of residence. Considering the fact
that these data are also mandatory in the
form section requiring the data on the man-
aging officer of the legal entity, the piece of
data that under all circumstances must be
completely obscured when reporting is the
citizen’s personal identification number.

The Law on Personal Data Protection
specifies that the citizen’s personal identifi-
cation number be considered a particularly
sensitive piece of data. Processing the citi-
zen's personal identification number is spe-
cially regulated, that is to say, it can only be
processed upon the personal data subject’s
prior consent, for the purposes of realising
the subject’s legal rights and responsibilities.
In any case, under the law, one should make
sure that the citizen’s personal identification
number not be needlessly visible, reprinted or
downloaded from a personal data collection.

In this particular case, the release of the
manager’s full address of residence is also
questionable. Namely, the purpose of the
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news was to show that two legal entities had
the same address, whereas the address of
residence of the manager linked to these le-
gal entities did not pertain to the substance
of the information. In such cases, partial
anonymisation (of the building and flat num-
ber) should be applied. The manager’s ad-
dress would not be subject to anonymisation
if it matched the legal entity’s registration
address.

The responsibility for the release of non-
anonymised personal data in this case was
shared. Initially, anonymisation should be
performed by whoever releases the informa-
tion, and if that has not been done, it is the
media that, upon publication, should protect
the personal data on the individuals subject
to reporting, if the data do not affect the rel-
evance of the information.

5.6. Case Study:
‘Voter Registry’

One of the most vigorous debates con-
ducted in the public over the last few elec-
tion cycles is the electronic availability of the
voter registry, that is, the publicly accessible
personal data on the citizens with the right
to vote.

It is unquestionably in the citizens’ inter-
est to be able to check the accuracy of their
personal data in the voter registry in an eas-
ily accessible, fast and free manner. What is
also unquestionable is the extent of personal
data collected in the voter registry. Under the
Electoral Code, the voter registry contains
the citizen’s personal identification num-
ber, the surname, a parent’s name and first
name, the sex, a personal photograph (in an
ID or passport format), address of residence
(municipality, geographic area, street name,
house number, block and flat number), the
date of entry and removal from the registry,
and the date and type of data amendments.

What has sparked the debate, in fact, is
the use of the citizen’s personal identifica-
tion number as the password the access the
electronic voter registry. Namely, the citi-

zen's personal identification number, under
the Law on Personal Data Protection, is a
sensitive piece of personal data, enjoying
higher degree of protection than other types
of personal data. Any processing or use of
the citizen’s personal identification number
should be specified by law, and such ground
are not provided either in the Electoral Code,
or in the Law on Personal Data Protection.

Furthermore, in contravention of the
principles of personal data protection is the
possibility through a simple name search to
arrive at the specific address of residence,
that is, at data on the municipality, geo-
graphic area, street name, house number,
block and flat number, and polling station.

In order to accommodate the principles of
personal data protection, a sufficient protec-
tive measure would be for every citizen to ac-
cess the voter registry with a password they
create themselves, but also to provide ano-
nymisation of part of the data (block, build-
ing and flat numbers) publicly available after
a simple name search.

5.7. Case Study:
‘City Parking
Services Director’

One of the news that was in the public in-
terest focus in November 2015—an example
of inaccurate assessment of where to draw
the line between public and private inter-
est—was the news on the level of income of a
public enterprise director.

The media, chiefly web portals, released
a photograph of the calculation of the direc-
tor’s salary, which clearly showed that his
monthly earnings amounted to nearly EUR
2,000. On the photograph one could clearly
see the data on the month the salary had
been received, the director’s full name, em-
ployment longevity, gross income, years of
service, allowances, social security contribu-
tions, and salary deductions.

The news became even more interesting
when the director filed a petition against the
media, claiming that releasing the calcula-




tion and his level of income had invaded his
privacy, that is, they had disclosed his per-
sonal data in a scope excessive to the pur-
poses of informing the public. Furthermore,
the director invoked the fact that his data
had been released without his consent. The
Council of Media Ethics responded to his
petition by issuing a ruling, finding that his
privacy had been violated, but not specifying
which data are considered excessive.

Judging from the provisions of the Law on
Free Access to Public Information, it is clear
that the salaries of elected and appointed
officials paid from ‘public funds’ constitute
public information. Should this information
be requested, it should be released by the
employer, and not upon the consent of the
person it pertains to. Of course, considering
the exemption to the law regarding personal
data protection, it could be debated that ano-
nymisation should be performed where nec-
essary, but in this case it should be specified
precisely where the exemption would apply.

The vears of service may be considered
as the individual’s overall work experience,
which should be a criterion for his appoint-
ment to the position, but considering the
fact that the Law on Public Enterprises does
not clearly specify this criterion, the data on
the vears of service in this particular case
are not crucial to the news, the purpose of
which was to show the level of income.

The salary deductions are data that abso-
lutely reveal part of a person’s privacy, and
for this reason, they should be anonymised.
In this particular case, the deduction referred
to a collective insurance premium payment,
but this part of the calculation also includes
data on loan payments, sick leave deduction,
and so forth. For these reasons, the data on
salary deductions are considered excessive.

In this case, one might conclude that part
of the data do not serve the purposes of the
information and are excessive, and that the
media, when reporting, should have em-
ployed technical measures for anonymisa-
tion, thereby abiding by the principles of per-
sonal data protection.

5.8. Case Study:
‘Secret Lists with
Publicly Available Data’

The lists of citizens’ personal data used in
various partisan activities always seem to be
a current topic, regardless of what exactly
they refer to. In December 2015, a web portal
released the news of a

cracked VMRO-DPMNE survey carried out
by party members using a filtered voter regis-
try of only young people from the Centar Mu-
nicipality, conducting a poll with the question:
In the next elections, would you vote for VM-
RO-DPMNE if the party offers you a guarantee
of post-election employment?

The news was further supported by pho-
tographs of lists, on which on could easily
read the citizens’ personal data, including:
full name, specific address of residence, full
phone number and information on whether
the citizen had voted or not. The news in it-
self does not include sufficient concrete facts
that would make it reliable and true, but
what is subject to this analysis is the disclo-
sure of the citizens’ personal data, in context
of their political affiliation.

The Law on Personal Data Protection is
decisive in defining which data are consid-
ered personal:

‘Personal data’ shall mean any informa-
tion pertaining to a natural person or a person
identifiable by reference to one or more factors
specific to his/her physical, physiological, men-
tal, economic, cultural or social identity.

Under this law, there are exemptions per-
taining to professional journalism:

The provisions of this Law shall not apply to
the processing of personal data conducted for
the purposes of professional journalism, only
when public interest prevails over the private
interest of the personal data subject.

43



44

Cases from Macedonian practice

The public interest in this case is undis-
putable, but the manner in which the data
were released should absolutely be disputed,
considering that what was disclosed were
personal data allowing for the citizens’ di-
rect identification. What the media outlet is
obliged to do in such cases is to assess which
personal data are released, to what extent
and how much their disclosure supports the
substance of the information.

An additional argument in favour of con-
testing the manner in which these lists were
released is the fact that under the Law on
Personal Data Protection not all personal
data enjoy the same degree of protection.
There is a category of special, sensitive per-
sonal data that are under special protection,
and they are data

revealing one’s racial or ethnic background,
one’s political, religious, philosophical or other
beliefs, membership to a trade union and data
regarding people’s health, including genetic data,
biometric data or data concerning one’s sex life.

The concept of ‘relevance of the informa-
tion’ is particularly important in this case.
Any mention of sensitive data should be
avoided, considering the fact that the Law
on Personal Data Protection prohibits the
processing of special categories of personal
data, barring extraordinary circumstances
as stipulated by law.

In addition to all of the above, one of the
principles of fair processing of personal data
that must not be disregarded is the consent
of the citizens whose personal data are on
the lists to have the data processed. We can-
not guess whether the citizens consented to
be on the list, but we can certainly assume
that they did not consent to have their per-
sonal data released to the public.

This information would not lose any of its
substance if the media outlet that released it
first had employed minimum technical mea-
sures for anonymisation, that is, if it had ob-
scured the citizens’ full names, specific ad-
dresses and telephone numbers.




Conclusions

ased on the findings from the the-
ory and practice in the sphere of
privacy and informing the public
in Macedonia, and the analysis of
the legislation and the cases from
the practice, one might draw several conclu-
sions on the situation and the relationship
between the right to privacy and the public’s
right to know in the Republic of Macedonia:

e Privacy as a notion is still on a low and
insufficiently understandable level in
terms of executing policies and media
reporting. Although there is a rela-
tively good legislative framework on
personal data protection, the notion
of privacy is still abstract in imple-
menting the regulations by the media.
For the sake of exclusivity, data are
disclosed that are not relevant to the
news and violate the right to privacy of
the person subject to media reporting.
Furthermore, not enough measures
are taken to anonymise the released
materials in which personal data are
revealed. There are data disclosed that
not only violate the right the privacy,
but also the principle of presumption
of innocence.

e The Directorate for Personal Data Pro-
tection as a supervisory body is not
sufficiently involved in mapping the
shortcomings, in capacity building and
in a suggestive approach to the media
and other institutions to align with the
laws on personal data protection and
on free access to public information.

The media do not have their own inter-
nal rules for fair release of the person-
al data on the persons subject to media
reporting, and for privacy protection in
general.

Privacy as a notion is very complicated
to define and to establish specific mea-
sures and norms for its protection. It
is questionable how much the law can
protect the individuals’ privacy in a sit-
uation when with the progress of tech-
nology there is a rise in the number of
tools allowing for instant sharing of per-
sonal information that might threaten
the individuals’ dignity and integrity.
The rapid development of technology
offering services that do not pay enough
attention to really protecting their us-
ers’ privacy is a subject matter that is
not sufficiently prominent in public de-
bate in the Republic of Macedonia.

The legislative framework in the area
of communication interception and
the regulation of electronic communi-
cation is not specified clearly enough,
and leaves room for abuses and for
invasion the citizens’ right to privacy.
Oversight of the special investigative
measures, including the interception
of communications, is regulated poorly
or not at all, whereby the institutions
authorised to implement these mea-
sures have the opportunity for abuses,
selective approach, arbitrariness, and
human rights violations on account of
the uncontrolled power of the institu-
tions in the area.
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stablishing balance between pri-

vate and public interest is more

than necessary, in order to simulta-

neously respect the right to privacy

and the right to information, or the
public’s right ‘to know.” Considering the fact
that there is no single formula according to
which one could make a general assessment
what is public and what is private interest,
striking the balance is particular and should
be done on a case-by-case basis. The respon-
sibility for establishing balance is shared
among the media and the supervisory bodies
implementing the laws on personal data pro-
tection and on free access to public informa-
tion. Hence, the following recommendations
may be made:

Recommendations
for the Media and Journalists

e Adopting internal privacy policies—in-
ternally focused tools that will aim to
clarify how the media will abide by the
principles for personal data protection
in cases when the reports contain per-
sonal data on the individuals subject to
media reporting;

e Establishing codes of conduct—self-
regulatory tools defining the common
rules for the media in cases when pri-
vate information should be released;

e Specifying standards for employing
technical measures in the processing
of information—obscuring faces and
other personal data on the individu-
als subject to media reporting, distort-
ing voices, using initials instead of full
names;

¢ Obtaining consent to release personal
data from the individuals subject to
media reporting or their guardians any
times it is possible;

e Journalists should not arbitrarily take
and repost content from users’ social
media and personal profiles, but be par-
ticularly mindful of how they use such
data, if the invade the private lives of
the individuals whose data they are re-
leasing, if they have the necessary con-
sent, and be careful when reusing such
data, particularly if the events in ques-
tion are tragic or distressing.

Recommendations for the Directorate
for Personal Data Protection and the
Commission for Protection of the Right
to Free Access to Public Information

e Acting in favour of amending and sup-
plementing the Code of Journalists and
the Law on Media. It is the supervisory
bodies that should indicate shortcom-
ings and propose harmonisation with
the laws on personal data protection
and on free access to public information;

¢ Mounting targeted informative cam-
paigns to raise the awareness of edi-
tors, journalists and other media pro-
fessionals as a support of sorts for easi-
er establishing balance between public
and private interest, and

e Regular educational meetings with
the media, as well as with journalism
students, considering the fact that no
journalism and communication stud-
ies curriculum includes material on
personal data protection.
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